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IMDRF - DITTA Joint Virtual Workshop
Cybersecurity: Where are we today?

Taking place during the 16th mesting of IMDRF
Monday 21 Sept. 2020
13:00 to 16:00 CEST - 7:00 to 10pm SGT - 7:00 to 10:00am EST

Save the Date & Programme Overview

Preamble:

Cybersecurity 15 a high priority for physicians, hospitals, and manufacturers of all internet
connected devices, and even more £0 when patient safety and health information are at
stake. DITTA contlnm:s to be pro-active and lead efforts to sm:ngmtn cybersecurity for
rmedical ity is a shared [ ticn  between
regulators, healthcare pro\rlders and Industry is thus essential to safeguard the patients”
ealth information and their physical safety. As IMDRF has recently adopted its guidance on
cybersecurity of medical devices, the workshop lakes place at the right time to discuss its
implementation in the different jurisdictions.

Warkshop Objectives:

= Follow-up en the I-‘uhlluillun of ll:: IMORF wb:rsnuul\r guidarnce

= Better und: o v fi are evolving and provide an overview on
evelution in various Iunwmlluns

Understand current developments of cybersecurity international standards in healthcare
Learn from healthcare providers on steps towards ensuring their facility is cyber secure
Understand ways to avold cyber-attacks utilizing advanced risk frameworks

Learn what the medical device industry is deing to make devices more cyber secure and
preventing from cyber attacks

Moderation:
= IMDRF mederator frem Singapore for part 1, 2 and 5
= DITTA moderation for part 3 and 4

Proposed structure

+« Welcome Introduction by DITTA Chair (5 mins)
= Keynole Opening frem IMDRF Chair (5 rurns)
+ Latest Update from IMDRF Cybersecurity WG Convenar (10 mins)

Part 1: Regulations - status in IMDRF jurisdictions (40 min)
mmzc_. Provide latest developments in regulatory frameworks in 5 régions
Principle: panel of 5 reg fram Singapere, USA, Europe, Japan and Canada (S max
countries), having 5 mins purch each followed by 15 mins open discussions on global
requiatory convergence
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IMDRF - DITTA Joint Virtual Workshop

What to learn from COVID-197
Taking place during the 19th meeting of IMDRF

Tuesday 16 March 2021
(12:00 to 14:00 CET - 8:00 to 10pm Korean time - 6:00 to 08:00am EST)

Save the Date & Programme Overview

Preamble:

The first cluster of COVID-19 cases was reported in December 2019, Since then, the
disease has spread across the globe, Medical devices have been essential in the fight
against COVID-19 - from early detection over treatment, management to aftercare.
To respond to major challenges caused by the pandemic, medical device regulators
pply
ority medical devices, Now, mare than 8 year after the crisis has
started, it is time to take stock of rhpqs activities and evaluate what lezsons to draw
to ensure the future resilience of healthcare systems and requlatary framewarks.

Worl(shoD Objectives:
Learn how requiators have H—!pﬂﬂﬂ(—ﬂ to the challenges posed by COVID-19, including
the use of other
*  Better understand how the medical {I(-UI{‘E- industry has contributéd to the fight against
covIiD-19
Learn how COVID-19 has impacted the supply of medical devices at global level & the
difficulties industry has faced in delivering medical devioes
Exchange views on the lessons learned from COVID-13 to improve regulatory
framewarks for medical devices and make them resilient for future crises

Programme Overview:

«» Welcome Introduction by DITTA Chair {5 mins)
*  Keynole Opening from IMDRF Chair (5 muns)
+  Keynote by World Health Organisation (10 mins)

Moderator: from MFDS

Part 1: Besponse 1o COVID-19 in differe MDRE jurisdictions (40 min]

Eurpose; Provide updates on how different jurisdictions have responded to the challenges
posed by the COVID-19 crisis (4 junisdictions)

Page 1of2

IMDREF - DITTA Joint Virtual Workshop Cybersecurity:
Where are we today? (globalditta.orq)

IMDRE - DITTA Joint Virtual Workshop What to learn from
COVID-197 (globalditta.orqg)
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Priority medical devices list for the
COVID-19 response and associated
FINAL DOCUMENT technical specifications
INTERIM GUIDANCE (i Wodd Health
lllll Post-Market Cl 1l i
1 . el
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http://www.imdrf.org/documents/documents. https://www.who.int/publications/i/item/WHO- Harmonizing Unique Device Identifiers:
asp#imdrf 2019-nCoV-MedDev-TS-02T.V2 Issues and Solutions (globalditta.org)
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