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* The dual personality
feature in the DICOM file
format has legitimate uses
and has contributed to
DICOM's growth as the
primary standard for
interchanging medical
images.

« https://www.healthcareinfosecurity.com/researchers-
malware-be-hidden-in-medical-images-a-12388
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NST

Information Technology | aboratory.

NATIONAL VULNERABILITY DATABASE NVD

VULNERABILITIES

JKCVE-2019-11687 Detail
MODIFIED QUICK INFO

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting CVE Dictionary Entry:

reanalysis which may result in further changes to the information provided. CVE-2019-11687
NVD Published Date:

i 05/02/2019
Current Description NVD Last Modified:
Anissue was discovered in the DICOM Part 10 File Format in the NEMA DICOM Standard 1995 06/12{2019

through 2019b. The preamble of a DICOM file that complies with this specification can
contain the header for an executable file, such as Portable Executable (PE) malware. This
space is left unspecified so that dual-purpose files can be created. (For example, dual-
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. REHERE (X-Ray/CT RDSR)

« EZ#E (Radiopharmaceutical RDSR)
. AR BESE = (2GRT RT Dose Image)
- BECERETE (Patient RDSR)

« CBCT RDSRMDE#E&ET

Dose SR

AAPM Report (&%)

- AAPM Report 246 (TG-246:2019/Aug)

Estimating Patient Organ Dose with Computed Tomography: A
Review of Present Methodology and Required DICOM
Information

A Joint Report of AAPM Task Group 246 and the European
Federation of Organizations for Medical Physics (EFOMP)

* AAPM Report 220 (TG-220:2014)

Use of Water Equivalent Diameter for Calculating Patient Size
and Size-Specific Dose Estimates (SSDE) in CT

« AAPM Report 204 (TG-204:2011)

Size-Specific Dose Estimates (SSDE) in Pediatric and Adult
Body CT Examinations




Supplement 191:

Digital Imaging and Communications in Medicine

Patient Radiation Dose
Reporting (P-RDSR)

Supplement is developed by DICOM Working Group 28
(WG-28-Physics)

Patient Radiation Dose SR (P-RDSR)

F—A47A— - —X

Radiation
]| DoseSR1

Organ 1

Digital Imaging and C ications in Medici

Calculation
Method 1

Patient
Dose SR1 |}

Dose Estimate:
* Organs 1
* RDSR Source 1
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Patient Radiation Dose SR (P-RDS %ICOM

FHDORDSR, FEHDIER. EHDmethods
Radiation o 1 Calculation Patient
Dose SR 1 KJan Method 1 Dose SR1 |4 -

Dose Estimate:
« Organs1,2,3
* RDSR Source 1

* Method 1
Radiation Organ 2
Dose SR 2
Calculation Patient
Method 2 Dose SR 2
Organ 3 prmmmmoooooooooooooooooooe :
E * Organs 1,2 i
E + RDSR Source 2 |
5 * Method 2 i
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Patient Radiation Dose SR (P-RDS

BEREORE: T—4270—ZH

E#41)T1Frame of Reference
I (FOR) | Modality
" Image
1 .| Radiation |
I | "| Dose SR
J§1#RESY (Radiation Exposure) &

w®E - X#&B@ 5t (Exposure) F7=v4
X - Table, Gantry Angle, Beam Geometry, collimation BEREY—IIX
- Dose measure: CTDI, DAP, ... 3DYyFIEa—

v

Organ Dose
Reporter i1
System
ETIL . HEFH 4 & i i
RE=T BHEETILFOR - Table dimension I
- Attenuating material BERRIDE2—/TyT i
T | PAYE—XTYyY) :E
i::::::::::::'_-
M Patient
. . atien
Registration
—>
.... oD Dose SR
BELSI—23 2058 XM EDE=-HDRtEEhT-
- FILLOBERSIAY T—4RUE{#EERDSRD
- E#(Fiducials) B
- BEFORLEE FOREDL TR —
PEVEOUD/FY

Signifies part of Supplement 191 Patient RDSR 2019/00/07 BEEERIERELSS 46




Patient Radiation Dose SR (P-RDS

&DICOM

Digital Imaging and C

BEETIIERDSROLSR FL— 3y
Case #1

Radiation Dose SR (RDSR)
- Table, position

- Gantry Angle

- Beam Geometry, collimation

\ 4

Registration

a

BEETILFOR
BEETIL
(3D image)
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1 0 0 0 1}|1
TRO2EBMOL AL —L3
SRYHR:

- #RDSR FOR &
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Digital I ing and C

BEETILERDSROL A FL—2 3
Case #4

XEREHREL

B H % (Fiducials) #EL

Radiation Dose SR (RDSR)

Registration

XiREE
- Table position vs. Isocenter v
- Gantry Angle vs. Isocenter
- Beam Geometry, collimation
A
BEETIVEL

2019/09/07 MRERFRESR
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E.g. “Distance from Patient Head
to Table Top Head is 15 cm”
“BEDOEINST—TILbYTDAYR
FTOIERIE15cm”
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Patient Radiation Dose SR %)ICOM

Digital Imaging and C ications in Medicine

Patient Dose SR IOD Templates

TID 1002 Observer

TID prdsrT01 Patient
presr atien Context

Radiation Dose

TID 1204 Language of
] Content Item and
Descendants

TID prdsrT02 Dose TID prdsrT04 Dose
L Estimate Estimate Methodology

TID prdsrT05 Dose
Estimate Parameters

TID prdsrT03 Dose
— Estimate Representation
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Patient Radiation Dose SR: iffiZz#& &ita > Ty
ﬂ' SR Instance used -

TID prdsrT01 I—1| Source Dose SR Spat. Fiducials |_I3_e_f_>:
Patient Radiation
Dose " | Patient Dose 4 [ - Patient Model Type
Model - Radiation Transport Model Type ®
- Patient Dose Model Reference
TID 1204 - Comment
1 Language of 1 ) 1 ) Ref.
Patient | Content Item and - Dose Estimate Name Patient Dose Model Data } ————— >
1 Radiation Descendants (e -
Dose 1| Patient Model | 1 [ Model Age, sex,

Report Demographics weight, height

1-N TID 1002 1 TID prdsrT04 1 1 Registration Method
Observer Context ] Dose Estimate Patient Model
Methodology Registration with RDSR

Ref.

l—‘—‘ Registration |-==---- > s—u"’j
- Attenuator Category
1 Dose | 1-N | X-Ray Beam 1] - Equivalent Material
—] DM 1 1 : Attenuator - Equivalent Thickness
Dose Estimate Estimate - Description
Methodology
- Radiation Transport Types
- Model Reference
Attenuator Model Data |Reb] == |
Attenuator Model 1] - Registration Method
Registration with RDSR - Comment
|—|1 Registration Ref. Ter—
1-N Radiation Dose 1

Estimate Method - Estimate Method Type

- Estimate Method Reference
’ TID prdsrT05 1 Dose
Dose Estimate Estimate

Parameters Parameters

Legend: _—
TID prdsrT03 Distribution

1 " 1-N i Representation
Template — Dose Estimate — RD:SZS::{; ;éi _ Cﬂmmem
Representation P 1

1N Dose Representation Data
1 - Organ -| Organ
Content Items ; - Comment .
1-N Organ Dose Absorbed Dose —| Uncertainty info |
i 1-N
fofoaion 1 Equivalent Dose —| Uncertainty info |
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igital Imaging and Communications in Medicine

Supplement XXX—214:
Cone Beam CT RDSR
(Z4FZE . Enhanced RDSR)

Supplement is developed by DICOM Working Groups 02 and 28
(WG-02 Projection Radiography and Angiography)
(WG-28 Physics)

Source
[ e - Position (x, y, z)
' | CIay - Technique factors
E ' i _'_ ' (potential, current, time: EE . B B5FE)

- Source Dimensions (of focal spot)
- Source Material (anode material)
- Inherent Filtration (thickness, material, etc.)

Added Filtration (spectral filters, attenuating filters)
- Position (x, y, )

- Dimensions

- Material
- Thickness
Added attenuators (e.g., patient
support, compression paddle)

- Position (x, y, z)

- Dimensions

- Material

- Thickness

Radiation Output Information
- iAK at Point 2 (x, v, z)

3.5
Collimated field

i - Sh .Y, ) (Points 3.1-6
Equipment 3.3 ape (x, y, z) (Points 3.1-6)

FOR




Time Window

Use

Gantry

Irradiation Event
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| Fluoroscopy : #E18 | | DSA | | DsA | | CBCT |
| Static : EE | | Rotating : [ElEx | R

[+ 1 [ 2 Jls]4ffs][]e]

[ = [ .

end

Complete Time Window
Technique 100 mA | | 500mA |
Source Position - (10,0,10) |
Output . 200 mGy | | 500mGy |
madsionSent 7] 5| [5] [2] (5] [

200 | 100 | 200 | 100
mA | mA | mA | mA
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TID eRDSRT01
Extended Radiation
Dose

TID 1002 Observer
Context

TID eRDSRT05
Radiation Source

TID 1204 Language
of Content Item and
Descendants

TID eRDSRT05B
Radiation
Technique

TID eRDSRT06
Added Filtration

TID eRDSRT02
Scope of
Accumulation
Summary

TID eRDSRTO07
Added Attenuators

TID eRDSRT03
Irradiation Event
Summary

TID eRDSRT08
Radiation Output
Measures

TID eRDSRT09
Radiation Field
Area

TID eRDSRT04
Irradiation Details

TID eRDSRT10A
Source Reference
System

TID eRDSRT10
Beam Position

TID eRDSRT10B
Added Attenuator
Position

TID eRDSRT11
Patient Attenuation
Characteristics

TID eRDSRT12
Procedure
Characteristics
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