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2.2

PC

( )

SSL VPN
The machine authentication information can be used to identify
whether the connection is from a machine that is known to be taking all of the extra steps needed
to protect privacy.

It can also be used to ensure that unknown machines are treated differently. There may be good
reasons to permit limited access from public access kiosks. The machine authentication can be
used to enable granting limited access to authorized staff from such machines. The limited access
can be designed with the assumption that these unknown machines are likely to have malware or
maintain caches that will expose the information that is delivered.

2.3
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2.4

Communications like cafeteria schedules and other public data should be minimized or eliminated

from machines that also are used for personal data. These communications might be with
unauthorized machines.
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SPC

TLS, SSL, and IPSEC all support both approaches, and support a hybrid that combines them. The
higher level protocols like HTTP, DICOM, and HL7 that are used for medical data exchange, all
have support defined for using TLS. They need to be configured with the appropriate certificates
for the sites where they are used.

4

CRL

www.nema.org/medical/SPC Special care is
needed to establish backup and local alternatives to deal with loss of network access during
disasters.

5 Conclusion

The certificate management procedures needed for identifying and authenticating
machines are different from those used for people. The software provided for most
systems can accommodate both, but the documentation often only covers personnel. The
vendors and healthcare providers can meet the needs of machine identification as well.

When using machine authentication by certificates, healthcare providers must:
« decide which of the authentication approaches to use (see section 3 above).

« if using a trusted signature chain approach, provide a certificate authority. They cannot
simply depend on their vendors to provide machines with keys and certificates. This
network infrastructure can be provided through third party contracts.

« if using direct comparison, obtain certificates for manual installation. This can be from
any certificate authority, internal or external.

= establish and maintain the other servers and services, e.g., Certificate Revocation List
(CRL) servers, needed for their selected approach.
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To meet the variety of needs worldwide, the vendors must:
* be able to authenticate communications by the different approaches described above.
= provide a means of maintaining a local private key on those machines.

= provide applications and administrative interfaces necessary for all the applications that
need secured communications.

Technical Annex

A.l
IT
Al1l IT
a) Particular
care must be taken to ensure that certificate management for authentication purposes is
controlled to protect against unauthorized modifications.
b)
c)
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d)

f)

9)

h)

Al2

IT

Problems with machine authentication are detected and correctable in such a way that

they do not affect patient safety.
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A.2

A2.1

A211

CA CA
CA CA
A212
CRL
X.509
CD-ROM

Portable flash memory devices can also be used, but
special procedures must be used to ensure 100% erasure when their use is complete.

A213
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A21l4

1024

A.2.2

A221

PKCS#8 PKCS#12

A.2.2.2 Certificate Contents

The certificate may contain additional information describing the system that is used by
field service and other staff to understand the purpose of a particular certificate. The key
size selection and expiration are the only mandatory fields.

A2221

512 4096
For financial
and other purposes, as of September 2006 the Web Services Interoperability (WS-I)
organization recommends a length of 1024.
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A.2.2.2.2 Machine Identification

It can be useful to encode the machine serial number, asset tag identifier, and similar
information into the descriptive fields of the certificate. This helps operational users to
identify the correct certificate for use on other systems. This should only be done for
information that is not likely to change.

A.2.2.2.3 Network Identification

Hostname and similar information can be useful, and can be encoded into the certificate.

This should not be done with information that is likely to change during network
reconfigurations, because that could invalidate certificates.

A.2.2.2.4 Organization Information
Organization name and related information can be encoded into the certificate.

A.2.2.2.5 Certificate Purpose

These certificates can be used for encryption, signature, and node authentication. A
different certificate must be used for digital signatures by people. This signature only
implies that this machine created the data.

A.2.2.2.6 Expiration

The recommended expiration policy is to assign certificates a two-year life. Local risk
analysis may change this. Longer validity periods increase the risks of theft and exposure.
Shorter periods increase the maintenance costs of replacing expired certificates.

A.2.2.2.7 Encoding

The system should support both BER and DER encoding because both are commonly
found.

A222
CRL
4.2.2.3
DICOM DICOM
LDAP HL7
LDAP
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4223
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4.2.2.6
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BER ASN.1

CA

CAD

CRL

CT

DER ASN.1

DICOM (http://medical.nema.org)
HIPAA

HIS

HL7 Health Level 7 (http://www.hl7.org)
HTTP RFC-2616

HTTPS (secure). The TLS protected
version of HTTP

IHE
IPSEC
IT
LAN
LDAP
OCSP

PACS
http://www.rsasecurity.com/rsalabs/node.asp?id=2124

PKI

RIS

SOAP

SPC

SSL

TLS RFC-2246
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ATNA IHE
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