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Disclaimer 2 &E%£18

DICOM is the worldwide Standard for medical imaging and related information. It is published and
copyright by the National Electrical Manufacturers Association (NEMA). The normative DICOM
Standard is published in English, and is available free on the official website at
http://dicom.nema.org/standard.html.

This document is a translation prepared by the Japan Medical Imaging and Radiological Systems
Industries Association (JIRA) under agreement with NEMA, with the intention to help Japanese
readers understand the DICOM Standard more readily.

This translation represents a “best effort”; however, differences in meaning may exist between this
translation and the normative DICOM Standard. Further, the DICOM Standard is under continuous
maintenance and extension, so readers should expect that there are changes that are not reflected in
this translation.

In the event of any difference between this translation and the DICOM Standard published in English
by NEMA, the English version is normative and takes precedence.

Implementations shall claim conformance to the normative DICOM Standard. Users are advised to

obtain the most current documents of the DICOM Standard directly from the official website.
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1 EREEE & ER D

DICOM D CDEFEENEAUEZIRIT I ENHI2 LX) TABLULATLEE IO 74 IILERTET S, X2l
FTABEIUVLRATFLEEIOT74J)LIE, TLS, ISCL, DHCP £& U LDAP L ED, S THRESIAE-BE IO aLESEL
DICOM R 7O L 2 EHROMERBICERT I VRATLICBLWVTINALEHERATACEZRELAALSEESAT IS,

11 X1V TAAHBEIUVA DXL

DICOM M#gFtH ) T+ AHOBEIZHLL THVD, EFaUTADULALIZH L TENGET ) T4 AHEZETT 52
BHECLITHLNTH D, BEIE, KATVTAT4BODICOMA TPy FOMERBICET 2EF2) T+ AHERET D
FOICERATED AN ALEZRIZRET %, IR, tXaUT+A#E 7O ERBEHDOHEKEEZERT D EAHD, O
DFRBET I RAFEASHEZBLEVD, BELEBAIVT A TAICRHLTT I ERFHAHERET 5-H0+2 L5 FERE
MY H=OORMHMFREZRMRT 5.

C DT, DICOMBEXRMICEAETZINAI VT4 T4M, 7R, EBERIIN, YENGRE T —20EEHETLED
HiF, BEUMAEBLT—RICTIERTIEODEFEHNTEAHNXLEEDN, LALEASIZHIBSALGLT, @EYAL
XA TAHAHERELTWBERET %, AEMIZ, EBEAIVTA T4 ORI T4 T4EDEF1T7TEEFHA
BRSO BEEDREREBEENARETHI ERIELAETFAELES AL,

WRAIYTAT4NT7 YV I—2 3 fiffilck > T DICOM BATIHEREMERMR T S LICARET H5E, ThLIEIREMIC
MOEAT VT A TAIZETHEROAILIDKEICRABEL TS, Tk, KWAIUTA T4}, RoDBEEFARLOEET
TT—DWBEHEREMEHTTLELS LHFT S, bBHA, BHOZTOLRILEBFNEEF1Y T BLUT IR
HAHIZK >THETRSINDSZ D H 5D,

WRAIVTATAE ThOMEDEATI T4 T4 LBETIBEREFELLEVCENH D, LE=A-T, CORKIT, A
IVTATAITHLT, RRICEWERLET 200, XSz A v tEt— O~ OREEORSAELRIEEETRMT 570D, F
zIE, BEFYURLEBBTDEZICETNODA v E—DDORERERET D-ODANXLERHT 2. ATV T4 T4
[, BOABEF Y URIVICEEBOKEEELT, BHIZCNALDAD=XLOAINNEFIATES,

COBKE, BRIV TATANBAIYT A T4 ORMARE, BLUEOMAEORANFT ISV AEREICHINTES
ERET D, FIRBENATHSEE, FhE BEELEREOEENLSBHENIVT A T4 THAIGENHAHZ EITIEET
52 &, WATIYT 4T 4H DICOM EHTHRBORBICRET 158, 51T, ThslE, EFa17RBEBELY M HEICR
BMENBAAEICE DTSRI T4 T4 DFRBICHTIE/RERMI S LB D, TN®R, WRATIVTAT41F 7IOER
FEAHERET SRS, FLEERANZERT SRS, BRFLIGEROFAEICEHT SEAETICEENIEREZRT 5
EDRH B,

SHICZOMBIE, HRO TFrESE] BIZIE BF, BR) NEEFNASE, FREABRCTIEXTIHAHAEDHES 5 RIER
EFEZ-HNESHERETIFEEREZ, WAIVTATANE2TWRERET D, SHICCOFEBIE, WRAIVTF4T4I12&-T
BBENZTIEREEDOPRTEDE S BHFANEEBINDIENAHDERET ., BEEATIE, ZORMBIX FOL5L4HFTE
BAIVTATABTRETAAZFIZEIATLELS, ChiFFEOBHOMEELDZMNE LA,

SHIZCORIEE, TLSE#FERIBREAIVTAT4H, WRAIVTATADFAEBED=HD X509 BFEERECEF1THTIE
RERTHH, FREREICBIIENTEEZILFRNIRET S, SHICTOREIEE, WAIVT 1 T4 MNZITES X509 SIHE
EBRITAFEBREL O TWVWAILZANREET D, BREADZALIZRFMICEEINL-ECER, NCRATRELEERERLIXAS
MOEEIN-E=FEFERAT I ENHS,

COIREIE, ISCLEFERTIRRAI T4 TANEYLBBEESLUVEMAN XL FIZIERY—FI—F) 279X TBHC
ERRET D, TOLSILREELEEA AN ALOUELHERIE, BERBTHERAIW X1 T4 AHO—ETHDAHEN
AHdlHnEd, DICOM DEREENTH D,

1.2 JRATLEEIO774)L

COETHESNEVATLAEBR IO 74 LIE, BREBIORRDA— b A— a3 vEYR— BB LTNS, O
DO7At XL, DICOMBHE IO FaLEZFERXBICHERTEVRATLERETIDICBHETH S,

COEL WAIVTAT4D, BERESORLGIRRLGRY FI—VREOPTHEHT 201 LAGVERET 5. ChoDIRE
OHEIT, LAY FT—Y LTEETIVHDI=Y MIRFEY, REMWLGHREFRY FT—I 8 R— FEBIEZHBA-T/\—
FAVERLRLRY FT=O0HY, EoIZHRLERY FT—VEBY—EXE/ALEELANLLRY FT—J FTOHBEICESR
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N LWL, DRTLABBIOT7M)LIE, —BIC, REICHLTFZ FLREABED, WRAIVTATAIZIET7 FLREAKEN
CEISEE, RALTAT774LUN, 2y hIT—9 EDORLEBIGRIZE>THR— FEShIZBELH D,
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2 5|RBEE

ROBU#EIE, COTHFXLDRTIIATESILIZEST, CORBORELZEAT SREESC. HROKRT, TINIREH
MNTH-Tzo ETORBEZETOFRERTHY, CORBITE IV EHBEDLEZFLEIRITRLE-ABORFOMRZEZERT HAIEEHEIC
DWTHET A LEHEIND,

[ISO/IEC Directives, Part 2] ISO/IEC.2016/05. 7.0. EE4EFE DIERE S & UF 1EE DALY
http://www.iec.ch/members_experts/refdocs/iec/isoiecdir-2%7Bed7.0%7Den.pdf .

ANSI X9.52 American National Standards Institute. ANSI X9.52-1998, Triple Data Encryption Algorithm Modes of Operation.1998.
ECMA 235, The ECMA GSS-API| Mechanism

FIPS PUB 46 Data Encryption Standard

FIPS PUB 81 DES Modes of Operation

IETF Internet X.509 Public Key Infrastructure; Time Stamp Protocols; March 2000

ISO/IEC 10118-:1998 Information technology - Security techniques - Hash-functions - Part 3: Dedicated hash-functions (RIPEMD-
160 reference)

i EE® RIPEMD-160 8 & US> TILa— FIdAREH, 5 H AF A, ftp://ftp.esat.kuleuven.ac.be/pub/bosselae/ripemd
ISO 7498-1, Information Processing Systems - Open Systems Interconnection - Basic Reference Model

ISO 7498-2, Information processing systems - Open Systems Interconnection - Basic reference Model - Part 2: Security Architecture
ISO/TR 8509, Information Processing Systems - Open Systems Interconnection - Service Conventions

ISO 8649:1987, Information Processing Systems - Open Systems Interconnection - Service Definition for the Association Control
Service Element

Integrated Secure Communication Layer V1.00 MEDIS-DC

ITU-T Recommendation X.509 (03/00) "Information technology - Open Systems Interconnection - The directory: Public-key and
attribute certificate frameworks"

bz

ITU-T Recommendation X.509 (& ISO/IEC 9594-8 1990 IZ#8{8lL T %, LA LAEM S ITU-T recommendation [k Y &
KHLNTWLWARATHY, FF-1993 & 2000, 2HHDWEZEEH T 2001 ITHET SNz, ITU-TIE, LEIE CCITT &L
TH LN TV,

RFC1035 Domain Name System (DNS)

RFC1305 Network Time Protocol (Version 3) Specification, Implementation
RFC2030 Simple Network Time Protocol (SNTP) Version 4

RFC2131 Dynamic Host Configuration Protocol

RFC2132 Dynamic Host Configuration Protocol Options

RFC2136 Dynamic Updates in the Domain Name System (DNS UPDATE)
RFC2181 Clarifications to the DNS Specification

RFC2219 Use of DNS Aliases for Network Services

RFC2246, Transport Layer Security (TLS) 1.0 Internet Engineering Task Force
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b2
TLS(ZSSL3.0ICHEL, EhEXRMAEEMREZSH D,
RFC2251 Lightweight Directory Access Protocol (v3)
RFC2313 PKCS #1: RSA Encryption, Version 1.5, March 1998.
RFC2563 DHCP Option to Disable Stateless Auto-Configuration in IPv4 Clients
RFC2782 A DNS RR for specifying the location of services (DNS SRV)
RFC2849 The LDAP Data Interchange Format (LDIF)
RFC2898 PKCS #5: Password-Based Cryptography Specification Version 2.0, September 2000
RFC3211 Password-based Encryption for CMS, December 2001
RFC3268 Advanced Encryption Standard (AES) Ciphersuites for Transport Layer Security (TLS), June 2002.
RFC3447 PKCS #1 RSA Cryptography Specifications Version 2.1, February 2003
x

RSA Encryption Standard & ISO/IEC 9796 O Informative Annex A (ffEE (£%)) £ & U CEN/TC251 European
Prestandard prENV 12388:1996 0 Normative Annex A ((1BZ (JBTE)) ICRAKIZEZEIh TS,

RFC3852 Cryptographic Message Syntax,July 2004
RFC3370 Cryptographic Message Syntax (CMS) Algorithms, August 2002
RFC3565 Use of the Advanced Encryption Standard (AES) Encryption Algorithm in Cryptographic Message Syntax (CMS), July 2003
SHA-1 National Institute of Standards and Technology, FIPS Pub 180-1: Secure Hash Standard, 17 April 1995
SHA-2 National Institute of Standards and Technology, FIPS Pub 180-2: Secure Hash Standard, 1 August 2002
RFC3851 Secure/Multipurpose Internet Mail Extensions (S/MIME) Version 3.1 Message Specification
RFC3853 S/MIME Advanced Encryption Standard (AES) Requirement for the Session Initiation Protocol (SIP)
RFC5424 The Syslog Protocol
RFC5425 Transport Layer Security (TLS) Transport Mapping for Syslog
RFC5426 Transmission of Syslog Messages over UDP

bz

BMEDRFCIE, LIXLIEZDHEDRFCOHEITICE>TEHENS, TUPFILDIARFCIE, #FHLLRFCADSEZE
HH=HITBES NI,
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3 = i
EF
COBRBOEMDI=HIZ, ROEENSEAINDS,
3 BBETIESR
FEOZDEIL, 1SO7498-1 DHFTERSIN-ROAEZHERT S :
a. WHAI>T 4T« Application Entity
b. FOraLT—RELAELIEBIO Fa)LT—42 B4 Protocol Data Unit or Layer Protocol Data Unit

c. kS URKR—braxy 3> Transport Connection
32 BRETINEFALITAT—FTIOFVY—ER

WD Z D&, 1ISO7498-2 DI TEESNF-ROAEEFHERT S :

a. T—HAWEME Data Confidentiality

*
E&E, TEHRS, FARREICGESELD, ERAOEAN ToTFaT4, FREMSUOFIS a3 VICRARIALNE
%1 TH5,
b. T—#AF{ExFBEL Data Origin Authentication
b3

B RET—2OREXALVIRENESY THIHREE THD,
c. T—AH5%&M Data Integrity

b2

EBEE [T—ANEHAOAETERSA AN > MRS NES > EVWSHME] THD.
d. HEEE Key Management

b3

EEF TEXa) T4 ARITH O EOERE S VRE, Bf, HIFR, RE, BAl THD,
e. TUHIIES Digital Signature

b3

EEF, (T2EADOZITRY AN ZOBEMOREXTS L UVTLEEAAT I L L, REICHLTRET S L
EREEICT HE A0, FIZFRITIMY AL ST, T2 EMHICEBMNEN-T—%, FLET 2 EADOESER)
_6560

3.3 ACSEY—EREE
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3.6 DICOM E&EMES

HEDOZNDEX, PSI32OFTEERIN-ROAZEF*FERAT S :

a. E¥aYF47FOT7AJL Security Profile
3.7 DICOME®HRA TV bER

BIROZDEIX, PSI3NDHTERSN-RORAZELZERT S :

a. EPa—JL Module
3.8 DICOMY—ERIVTREE

HEDZDEIE, PSIADHFTERINI-ROABEZFERT S :
a. Y—EX%Y 35X Service Class

b. ¥Y—ERX-FAT¥ x4 bxt (SOP) £ XA VR Service-Object Pair (SOP) Instance
3.9 DICOMEEHR—FEE

RBO_DEIE, PS38DPTERSIN-ROBEZFERT S -

a. DICOM L{iz[ DICOM Upper Layer
310 DICOM X a )T 7RI 7M1 ILERE

RDOEZEIL, DICOMBED CDEDHRT—RIZERAESNS :

X217 FSURKR— kORI 3> Secure Transport Connection B E A/, BEE, NS DREDM LI DKELFRMT
5L VARR—braryTa,

AytE—UEEa—F Message Authentication Code T— 2 BER DA ESICHR LM Pz X bFEIE
NyLaa—Fk,
SIBHZE Certificate LEHLFTOLUEEOARBETZILITYXLELUIRSA—4, NEZBITIEFX

Z,iIREE, Zotoyodic, SEREEER LT T« T4 5 DEA (identity)
ETOANEREED, (IAZENDARH L UEKIL ITU-T Recommendation X.509 (2 &
S2TEEIND,

P15-2017c_j 20190801.docx - K -



PS3.15-2017¢

DICOM PS3.152017c - EX 2 U 7 4 BI OV AT AEH T 0 7 7 A )V

~— 23

4 L5 & AR

ROEEE L VEBHA, REODZOEOPTERASND,

ACR
AE
AES
ANSI
CEN TC251
CBC
CCIR
CN
DES
DHCP
DICOM
DN
DNS
DDNS
ECMA
EDE
HL7
IEC
IEEE
IETF
10D
ISCL
ISO
JIRA
LDAP
LDIF
MAC
MD-5
MEDIS-DC
MTU
NEMA
NTP

American College of Radiology

Application Entity

Advanced Encryption Standard

American National Standards Institute

Comite European de Normalisation-Technical Committee 251-Medical Informatics
Cipher Block Chaining

Consultative Committee, International Radio
Common Name

Data Encryption Standard

Dynamic Host Configuration Protocol

Digital Imaging and Communications in Medicine
Distinguished Name

Domain Name System

Dynamic Domain Name System

European Computer Manufacturers Association
Encrypt-Decrypt-Encrypt

Health Level 7

International Electrical Commission

Institute of Electrical and Electronics Engineers
Internet Engineering Task Force

Information Object Definition

Integrated Secure Communication Layer
International Standards Organization

Japan Medical Imaging and Radiological Systems Industries Association
Lightweight Directory Access Protocol

LDAP Interchange Format

Message Authentication Code

Message Digest - 5

Medical Information System Development Center
Maximum Transmission Unit

National Electrical Manufacturers Association

Network Time Protocol

P15-2017¢_j 20190801.docx - K -



PS3.15-2017¢ DICOM PS3.152017c - ¥ 2 U T 4 BL OV R T LEH T v 77 (L ~N— 24

oID Object Identifier (analogous to UID)

PDU Protocol Data Unit

RDN Relative Distinguished Name

RFC Request For Comment (used for standards issued by the IETF)
RR Resource Record (when used in the context of DNS)
RSA Rivest-Shamir-Adleman

SCP Service Class Provider

SCU Service Class User

SHA Secure Hash Algorithm

SNTP Simple Network Time Protocol

SOP Service-Object Pair

SSH Secure Shell

SSL Secure Sockets Layer

TLS Transport Layer Security

uiD Unique Identifier

uTC Universal Coordinated Time
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VEFREEFATERAIO I A NICRAKRICEE T ARNOERAI VT A TAIZFD SOP A Y RA VREEHRETBHT E0H
%
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h.

1. EENEF1T7FSURR— RIS avTELD,

2. BRFEICEETE2O0DRAIVTATAIEEVWERILT S, TLT, AT US4 v EFREEXFTFERITO 27141
HHR— T 5L ERARETHERT 5,

3. EERIITS LT —2ZTEUREMN, SOP A Y RA VAMNMGERICEREEN-C LERTEE, ZEARAI T4 T4
FREERZERL, RIEL-SOPA VR VREEET 5,

4., BELEFREZERAH—ERIVSADTYTV2ETLEERLTHEREIND, COEEEKRZDFET, ZEAGHAIV>TF4T
A IFHDEEDEAIVTFATANSOP A VAAVRFEIESOP 4 VREAVADA—YSA A RaE—FeEE LI,

5 ZEARAIVTAT4HREEREIZ SOP 1 VA A VR EHMWBIZERI-CEEHRT D E, FEMCRAI VT4 T4
&, SOPA Y RAVADFORFIE—ICTEN12%4T5 -

i. SOPAUAREVAEHIKRYT S,
i. T (NS) IZSOP A VRBVARREEXZLEET S

iii. SOP A YRZVRRKRENF—YSAXRF)DFIL (AO) o158 #—VYI4XFaE— (AC) IZ SOP 4
VAR RAREEEETH L,

TUSAVBFREEYR— I ORI T 4 T4 LBIET SHE, SOP A YRAVARES A=V SA XA ) OF )L
(AO) FtzlFA—YFA X RIE—(AC) THSH SOP A YRR VRAERFTIMATUT 4 T4 (&, ROBANIHESRY 1%
BOEAIYTATAIZSOPA YR VADA—YF4A X RAE—EE>THEL

1. BEENEF1T7FSURR—raRI2a0TELD,

2. ERRAICESTE2O0DMAIVTATAIEEVWERHIET S, TLT, i+ oS4 v BEFRELXLT7HERTOT770L
#HHR— T B L H#RARBTHERT S,

3. BEEARAIVTAT41% ZEETHIE—DOHRT, SOP 4 U RA VRRELZEIETFT (NS) £lEA—YS/4XKar
— (AC) IZEY 9%, SOPA v RA VA UIDIEZEDL S ALY,

4., EEBICTHONET—2OTEHEBREN, SOPA VR B VANGERICEREINEZ EERIHE, ZEMCRIVT«
TAIXREEREERL, OF—2EET S,

FoSAVEFREEFITERATOI7AILEFR—FLEVWSRATLALBIET S8E, £EILEEAEFIT FSURR
—raARI L arTIThhiZWNGE

1. ZOEXFAVT4TAT7AINICHEETHEEQGHAIVOT 4T 01, EEE (NS) IZSOP A VRAVRREZ Y b
T5H, FEEEEACREIVTATANEXF2T7THWRSVRR— bR avEIZEREZA VS A4 VEFREE
FaFFERATATI7ANESR— LBV RTLALAICEET ZEENDSOP A VRBAVAMDSOP A VAR VRARES LU
BET B85 A — 2 EHEKT B,

2. ZOEXATF4TOTFANICHEATAZEAUAREI VT4 T4, EXa2a7THOWFSVRAKR— a3 VLT,
FhEFVSAVEFREEXATHERAIOTIFAILEYSR—F LBV RATLANSGZELEEED SOP AV RA VR
D SOP A VARV RKREEEIEE (NS) ~tv +F5,

REZEARBEY—ERIFRICE>TRELEEINE LS, ZREARRAI VT4 T4 IIREY—ERISRIZEESNDKE
2125E->T (Blb, FAMBHZELIRTOREM) SOPA VR EVAERTFET S, FLTSOP A VXA VU RIKEE, SOP A
B, HFAZEIBHEEES LU SOPHAaAY FOMDBEMLEZEE LA,

LIZBER ST SOP 14 X & U RIKRE, SOP H#HAIBRK, HAIKEMHAES, BFLUSOPHAIAA Y FEREANDEE, Fizlk
BRDEBRICHES TIL—TREBUADEBELSNE, AT VT4 T4 3MAIGIEEELEE LGN,

A2 EXTOHINERGELXa2T7ERITIOT7A4IL

TOANBREADICLTHERT 2RER, ERTOLER X1 T7ERTOI7ALADEEHETRT S ENHD, D
XAV T4 TAT7ANADEEMHETRT HEERF, TOFILBRERD EZICROBRAIHRES -

a.

FEL, ZNH SOP £ VRAAVADWHEIEHFADAEREEEZMADZLICH L TERTIDERLUAET, T2
(1EZDFTRTH SOP A VAR VRAERET %,
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b. TRELGBZEEITEH, TOREL, FALNZITWMETRTHSOP A VREAVAADT R IINELEBHIZT 5,
c. EEMNSOPAVREAVAZRDIGAIVTAT4I2E558, FNIETRETS .

1. BREOI+—T Y FADEBDHASNIEBICEYBENCLH AL LABEVWITRTOT U2 LERZHIRT 5. (f
ZENT 1 VT DHIRR, BHOREBRR),

2. SOP A VABAUANZESN:- L EICRENHRT DI ENTELET—E2EZZ2H/NN—TFTB5 1 DLUEOHLLWTDAIL
BEREERT 5.
A3 EvMRETIDALELZ X2 TERATOI741L

SOPA VAR VREZREFELEETIEREIE, EvY MREIT BTN ELEF17HEATOI7AIILADBEEHEETERTHIEN
HbD, COEXFAVTATAT7AN~ADBEEHEEETRT HREIL, TOAINELREZRS EEITROMBANHES -

a. SOPA UREVANFDIERT YT 4 TANBESNDGEE, TRTORMDERBIIHRAREL-EEOE Y MMIHT S
Ev FOBERTHILIGHET, REL TIHRETEITRTDOSOP A VREVRERET b,

b. EE[E L—7 U AOHOEEDIEFZEEELLL,

c. R¥%I& DICOM BHTAHDERIVTATALEADZED SOP A VRI VR EREDBE, TANRETHTRTDH SOP 1>
REVADWIGEET—EIERBEBRLGEVAZEELLGL, Chid, ZELEVLDELTOZILEZLET,

3
R, VA GIBEOTUSNBELERELLVH LT -2 EREENT 52 1B 5.
d. EEFBERM VRIEEHXERHAT 2,
3

BEEAD VRELEB X TRELETORIINEBREHRT D ENATELRN EAHAIDT, BATH VREXEXEFER
FTEHRIENTELVWRERF, ZOEF12T7ERATAT7Z7ANLNICEETEIENTELL,

e. EEF MNOISHAIVTATAIZCEFDA T ) FEREETHEE, TNLAZTMBELNEET—FEZDOVRILEE LA,
A4 EBEHWSRTUAIILELZEXIT7HERATOT7/4IL

COEF21YTATAT7ANADBEEEETRT HERELANL, TOFNEREECHELLR—FFEEEF—FTO ) bR
RXEBZERT 515G, ROBAIZELBZFNIEGZ SN

a. EEIAEELLER—FEEREF—F T Y MEIRXE SOP 1 VRA VRIZERZT BBE, TUOXILELIE, #HEELKR—
FRSATCALNZELZ IO T 7AILIZH > THER INEITAIELE S AL,

b. fEENETRTDEBERIN-BEELER—FEEEF—FTSY MBEIRXE SOP 1 VREZVADHT, BEDSEFG
FEEHLS—4 R (0040,A375)DBHE SOP L—4 VR 7 A F L & CiEY At DFEHL S — 4 > X (0040,A385) DI 1) X k&
NBBEEN-SOP A VREVRIFTAT, BBFSHANELL— U RFEREIBESOP 4 VXA VA MAC V—47 2 ZAD
fAINMEZEFTHITNIEE SN, TOSRITEAZEOMD LALL,

BEETETIEERG, ZOBAHETEZNRT, FAAEELLAE— FEEFF—F TS 19 MERXZIZBLT IABHLDE
HERES LTRSS AL,
A5 EBEERIMAvE—CIAr—<y cTATFAIL

BEVRATLATOANNRT T IFANY—ELVEX1 T4 Z2RATIDEHR— 51012, FREDT—2EEHIVLE
NHd, choDT—42(F, BEEBEIZEST, NARATT7T—2OERAPERY—EARBEBOT 4% 714 ERFHEIC
WO LEERIT B0, NOT—2ERADOERENEZRILTH-OICHEINS, COT—2RELBEO IO LR EEF2 Y
TABEBEEMFEN, £, T-2RETNBERERANEET. BEAMHE, SYEAERAEEZT20HNRETHS EBHh HHEK
HEIRY LTV ENE LB VRERNY 501, BEREMICERTES,

Z0TaTFAINE EHNDET—EDITA—I v b, BLUABERICEZBERDERADEODALRTFTF7ITV5—3Y
VATLIZE>THAONZEREDORINDEY FEEET D, T—2I2E, ANRTTT—RIZ7IOEALEOEHL,, LW Oh
EABTIarn=bh, EChoh, ZLTEDEFRHZEINERLEMIDVTOREEFEL, WIEEAYE—UMMERS
hah, FEEEDTILIVRAFALDZITMYDEHHELONBZMELT, FARTHOERZBELEESAEL, b

P15-2017c_j_20190801.docx - FR4% -



PS3.15-2017c DICOM PS3.152017c- ¥ a U T4 BL VLR TLEETO I 74 R—2 38

IRAAERES & EHEREEREIZHS,
COEXFAUTATAT7ANADBEEEERT DRERFTAT, UTDOELELBITNEL AL

a. EEIMWAVE—T% 2923V ASADFTHRESNEZXMLRF—TIZRSI LS T+—T v b5, ThiIZkYEFhid
DAY E—UMNXML REF—TITH L TRERER SN, 7230 AL2ITHESNRIICHS.
b. SOTATFZANICHERENTIEARNY FDE=HIZ, SOTAT7ANIZE>TEI 32 ASIICIEE SN FIRIZERG L
ZTOBEEUHEEEICENILEE LRI S,
x
LEROFHENFE-ENDHRY, EEEIEZECHEOIRESTN L LALL,
c. ZTOEEMEESEZEITINIBRHMLEBETELA AV MIDOWTERRET S,
d ZTOBEEHMEEEZEIITNAIAVvE—CDREZL->TEATETHILEIDODLTRRT S,
e. ZTOBEEMESEITAANVIMRESL VAR MLBOBREAEICTOVWTERT 5,

b3
toTOIT7FAILE, BEEAVE—COREFEET S,

A51 DICOMEZEAvE—SR¥F—7

COTATFAINADBEESEIHRTIEEIL BEBIAWBAVvE—CFTH—T Y FFTBEHITRO XML REF—<ZFALLITH
FE5HL, CORF—TDOHEE, RFC3881 D IETFEEDA V4 —3 vy MEBEORTHEESNEZAF—ITHD, 2FY I~
WRATTFTF7 TV —2avDREERBLUVT I EREEREAXML A vE—CTFT—4F&HE] THLT, W3CHE XML AF—<
FT1E &l N—23210, 2000 FE5 AICRSEDTHY, FztU 3> A52 ISR S417- DICOM ¥isk & & UHIBR =48
AL,

CHORF—TIERelax NG DAY FET+—<Ty FOFTRHESIN S,

b

CORAF—TIEEME XML RAEF—T F IO EFIA—< Y MIEHmTES, COXF—7IL RFC3881 X¥—<A~
DN DOIDEBEEEATVSED, FRIEEEA VY E—VERFHEICODVTORSRBREZRML TS, CORXRF—TIE
RFC3881 A ¥x—< % #:3k9 %,

A511 BEEAYVE-—VXX—%
BEEXF—YONBEUTOLEY :

datatypes xsd = "http://www.w3.0rg/2001/XMLSchema-datatypes"

# This defines the coded value type. The comment shows a pattern that can be used to further
# constrain the token to limit it to the format of an OID. Not all schema software

# implementations support the pattern option for tokens.

other-csd-attributes =

(attribute codeSystemName {token}| # OID pattern="[0-2]((\.0)|(\.[1-9][0-9]"))™"
attribute codeSystemName { token }), # This makes clear that codeSystemName is
# either an OID or String
attribute displayName { token }?,
attribute originalText { token } # Note: this also corresponds to DICOM "Code Meaning"
CodedValueType =
attribute csd-code { token },
other-csd-attributes
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# Define the event identification, used later

EventldentificationContents =
element EventlID { CodedValueType },
element EventTypeCode { CodedValueType }", # Note: DICOM/IHE defines and uses this
# differently than RFC-3881

attribute EventActionCode { # Optional action code
"C"| ## Create
"R"| ## Read
"U | ## Update
"D" | ## Delete
"E" ## Execute
12,

attribute EventDateTime { xsd:dateTime },
attribute EventOutcomelndicator {

"0" | ## Nominal Success (use if status otherwise unknown or ambiguous)
"4" | ## Minor failure (per reporting application definition)

"8" | ## Serious failure (per reporting application definition)

"12" ## Major failure, (reporting application now unavailable)

h
element EventOutcomeDescription { text }?
# Define AuditSourceldentification, used later

AuditSourceldentificationContents =
attribute AuditEnterpriseSitelD { token }?,
attribute AuditSourcelD { token },
element AuditSourceTypeCode { AuditSourceTypeCodeContent }*

# Define AuditSourceTypeCodeContent so that an isolated single digit
# value is acceptable, or a token with other csd attributes so that
# any controlled terminology can also be used.

AuditSourceTypeCodeContent =
attribute csd-code {

"1 ## End-user display device, diagnostic device

"2" | ## Data acquisition device or instrument

"3"| ## Web Server process or thread

"4" | ## Application Server process or thread

"5" | ## Database Server process or thread

"6" | ## Security server, e.g., a domain controller

"7 ## ISO level 1-3 network component

"8" | ## ISO level 4-6 operating software

"9" | ## other

token }, ## other values are allowed if a codeSystemName is present

other-csd-attributes? ## If these are present, they define the meaning of code
# Define ActiveParticipantType, used later

ActiveParticipantContents =
element RolelDCode { CodedValueType }",
element Medialdentifier {

element MediaType { CodedValueType }

12,
attribute UserID { text },
attribute AlternativeUserID { text }?,
attribute UserName { text }?,
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attribute UserlsRequestor { xsd:boolean },
attribute NetworkAccessPointID { token }?,
attribute NetworkAccessPointTypeCode {

""" ## Machine Name, including DNS name
"2"| ## IP Address

"3"| ## Telephone Number

"4" | ## Email address

"5"}? ## URI (user directory, HTTP-PUT, ftp, etc.)

# The BinaryValuePair is used in ParticipantObject descriptions to capture parameters.

# All values (even those that are normally plain text) are encoded as xsd:base64Binary.

# This is to preserve details of encoding (e.g., nulls) and to protect against text

# contents that contain XML fragments. These are known attack points against applications,
# so security logs can be expected to need to capture them without modification by the

# audit encoding process.

ValuePair =
# clarify the name
attribute type { token },
attribute value { xsd:base64Binary } # used to encode potentially binary, malformed XML text, etc.

# Define ParticipantObjectldentification, used later
# Participant Object Description, used later

DICOMObjectDescriptionContents =
element MPPS {
attribute UID {token}  # OID pattern="[0-2]((\.0)|(\.[1-9][0-9]"))""
y

element Accession {
attribute Number { token }
¥,
element SOPClass { # SOP class for one study
element Instance {
attribute UID {token}  # OID pattern="[0-2]((\.0)|(\.[1-9][0-9]"))""

¥
attribute UID { token }?,  # OID pattern="[0-2]((\.0)|(\.[1-9][0-9]"))""
attribute NumberOfinstances { xsd:integer }
¥,
element ParticipantObjectContainsStudy {
element StudyIDs {
attribute UID { token }
¥

2,
element Encrypted { xsd:boolean }?,
element Anonymized { xsd:boolean }?

ParticipantObjectldentificationContents =
element ParticipantObjectIDTypeCode { CodedValueType },
(element ParticipantObjectName { token } | # either a name or
element ParticipantObjectQuery { xsd:base64Binary }), # a query ID field,
element ParticipantObjectDetail { ValuePair }*, # optional details, these can be extensive
# and large
element ParticipantObjectDescription { DICOMObjectDescriptionContents }*,
attribute ParticipantObjectID { token }, # mandatory ID
attribute ParticipantObjectTypeCode { # optional type
"1" | ## Person
"2" | ## System object
"3" | ## Organization
"4" ## Other
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12,
attribute ParticipantObjectTypeCodeRole { ## optional role
"1 ## Patient
"2" | ## Location
"3"| ## Report
"4" | ## Resource
"5" | ## Master File
"8" | ## User
"7 | ## List
"8" | ## Doctor
"o | ## Subscriber
"10" | ## Guarantor
"1 ## Security User Entity
"12" | ## Security User Group
"13" | ## Security Resource
"14" | ## Security Granularity Definition
"158" | ## Provider
"16" | ## Data Destination
"7 ## Data Archive
"18" | ## Schedule
"19" | ## Customer
"20" | ## Job
"21" | ## Job Stream
"22" | ## Table
"23" | ## Routing Criteria
"24" | ## Query
"25" | ## Data Source
"26" ## Processing Element
12,
attribute ParticipantObjectDatalLifeCycle { # optional life cycle stage
"1 ## Origination, Creation
"2" | ## Import/ Copy
"3"| ## Amendment
"4" | ## Verification
"5" | ## Translation
"8" | ## Access/Use
"7 ## De-identification
"8" | ## Aggregation, summarization, derivation
"9" | ## Report
"10" | ## Export
"1 ## Disclosure
"2" | ## Receipt of Disclosure
"13" | ## Archiving
"14" | ## Logical deletion
"15"}?,  ## Permanent erasure, physical destruction

attribute ParticipantObjectSensitivity { token }?

# The basic message

message =

element AuditMessage {
(element Eventldentification { EventldentificationContents }, # The event must be identified
element ActiveParticipant { ActiveParticipantContents }+, # It has one or more active

# participants
element AuditSourceldentification { # It is reported by one source
AuditSourceldentificationContents
b
element ParticipantObjectldentification { # It may have other objects involved
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ParticipantObjectldentificationContents

)
}

# And finally the magic statement that message is the root of everything.
start = message

Ab512 RF—THNTHEATSI—F

FEDEERF—TICIFUTOELY FAEREN TS, chblFa—MEESh=AETREN, A vE—CROBEYIGMET
DERICIECTERNREDETH D,

A.5.1.2.1 Audit Source Type Code

Audit Source Type Code (BEEY—R4 4 FTa—F) DL, 1R rOHET (V—R) OREFHLITSEL0THD, 21— K
ESNF-AZEMSDOI— FELUVREREEDI— F3H AuditSourceTypeCode IZERATE %,

% A.5.1.2.1-1. Audit Source Type Code D&

]

Bk

IVvFA—H—DAE3—TzAR

T—REMBI LEETITHE

ZBEBUORTLOYT IH—NTOERE

EBUVRTLDT IV r—avd—nN\7OEXE

EBURATLDT T r—2avYy—nTOtRE

FAS vy bE—5FDEFXa )T —N

ISO LRJL1-3 1y FIT—UEHER

ISO LRI 46 FRL—F 4TI T 7T

O|loo|N|o|o|bh|W|N| -~

NERY—X, ZOMELEREIATOEVEZS T

A.5.1.2.2 Participant Object Type Code Role

Prticipant Object Type Code Role (&4 7Y x4 +& 4 Fa— KO—JL) [& ParticipantObjectldentification DEETH Y, #h
REFGELD, CORKEERINDD, HEIWVITHA VEINEUTOEDS 50O—20E LAk, O— FMESh-AEEYR
—bkEni,

#F A.5.1.2.2-1. Participant Object Type Code Roles

& Bk BEE T % & Bt Participant Object Type Code
1 BE 1- @A
2 o4y—3> 3 - #E#
3 HREE 2-VRFLATSzH b
4 )Vy—=x 1-EA, FriZ
3 - #AfE
5 RRBE—=T 74 2-VRTFLATOzH b
6 aA—4— 1-@BA, Fi=&
2-VRTFLATOH b
JR b+ 2-VRFLATOY b
EA 1- @A
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E Bk BEE T % & Bt B Participant Object Type Code
9 MAE 3 - 48
10 FREEA 1-BA, E0

3- #a8
" tFAYTFAA—Y—IVT T4 1-BA, Ft&

2-YRFLF TS b
12 t¥aUFq1—Y—FN—7 2-YRFLF TSz b
13 tFaYF4UY—2 2-VRFLFTSY b
14 XU TALRLOER 2-YRFLF TSz b
15 BiE 1-BA, FfiE

3- fam
16 T8 EEE 2-VRTFLATSzY b
17 F—HLRT Y 2-YRFLFTSTY b
18 R Ta— 2-VRTFLATSIH b
19 BE 3- 48
20 vad 2-VRFLA TSI K
21 CadRMY—L 2-YRFLEFTSIY b
22 ® 2-VRFLATSTY b
23 —F 4 LT 2-VAFLF TSI b
24 Muahe 2-YRTLFTLTY b

A.5.1.2.3 Participant Object Data Life Cycle

Participant Object Data Life Cycle (BM&EZA T2y FT—4 54 TH4 7 )L) [& ParticipantObjectldentification DEMETH Y,

WERMEIF L, CORMEFEEREN DD,
71_\0_ I\ éht; L\c

% A.5.1.2.3-1. Participant Object Data Life Cycle D {E&

HENETHA VENELUTOENDSI EO—2ME LAly, a— MMeEhi-AsEEY

& Bk

1 REF (IR

2 FVCH LN ERAAHFEIFOE—
3 51

4 ¥RELE

5 FHER

6 T RRFERLIZER

’ EE 4 1t (De-identifier)

8 e, BN, RE

9 wEE

10 HEFANEEHLFELFIE—
11 BR

12 BRDZITERY

13 F—h4T

14 SRERHIRR
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=} Bk

15 KAHE = (XY ERIIE

A.5.1.2.4 Participant Object ID Type Code

Participant Object ID Type Code (ZMEF TSz FIDAA Ta—FK) [FBMEA TP FIDIZEENS IDIZDOWTEHT
5, A—FESh-AEMSDI— FELVREREEZD I — K3 ParticipantObjectTypeCodeRole IZEATZE 5,

% A.5.1.2.4-1. Participant Object ID Type Code D1E

fe B &9 % L BhHh B Participant Object Type Code
1 ALTES T-EA
2 EEEE T-EA
3 IVhYUA—BE 1-@EA
4 BREES 1-@A
5 HERBES 1T-@EA
° ERES 1-BA, FhlE
3- 48
! RIEANES 1-f@A, Ffi&
3- 44
BERE 2-LRTLFTTT b
BEEES 2-VAFLATSIY b
10 BREH 2-VRFLATVTY b
" A—4—ID 1-BA, Fri
2-VRTFLATSzH b
12 URI 2-VARFLATSY b

A52 —BHEAYE—CT4H—7 Y MRS

RORIE, ASADHTHRESNEZA YV E—CRAF—IDLETELI4—ILKEYR TS, FhIZEMLT, DICOMT7 T 47—
IV EDESITT A —IL FEZBETMNIODVTOETR, BHSLVHHNEIX TS, ChdodD T 4—IL KAl DICOM B
BEAYE—CRAF—RICHDI—TEZHLIUVEMETHD (923U A518B), AF—TICL-2THREEIND L3I, Thb
DT 4—IL RHMED XMLEZRTEENSNE LABWI EITEET S &,

bz

LRF¥—7T, O—F, aVTUVIETIERFC3881 Mo BH L= DTH S, IETFIXRFC3881 DAV TFURAPEH %
ToTWEL=®, DICOMDRAF—IHLUVIA— R EFBRRICHEENELTETWS, RELZDHEKE L TRFC3881
BB L TVWAXEFMICTHLELET 5, 2004 F£LUE, RFC3881 ICIFEERF—IADEBELEMMNELY,

LIBOEEKRTIE, A7 a3 EOBEBICUTORKREFERT S

M DEADERFILREMN.

U A—HY—FTLavDERFIIEYE. FHEFICIAEZEHDTILIVOLERLTHEL,

MC FEDNEHICHTIITDIBRIIDALLGLIERTEREM.

UC FTEDERKICHETEIFEDIHE, 1—F—HDEHLIILITLEBEDHALHERFLIBREIRTEND,
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KAL521. —BHLGAYE—DTF—T Y b

J4—ILE4 T BZE T4 —I PR EDEBMEYE
e
AR b EventlD M |EIDEBZEIN-ARV ARV EFDT7IYDEHD D, HIZIE T2—H—
FDT=HD ID SRS L.
DCID 400 BSZEA > L IDJ
EventActionCode U |BEEFZFERLIARY M C FIE T—ER—XF TV FOFRERK,
fZfThnf=7oav|R BRItV REODRT/EE HR. B&EE®E
DR A TD=HDIEE, Fl=ET— 2R
U BEDBERBREOT—2EH
D YARE—J74A4)IWL3—FEDT A T LHIK
E OJ4Y, FAUSLET ATV MAYY
FOERED VR T LMEFTEITIVr—2
3 UHBEEDEE
EventDateTime M |#S AR (UTC), D|BEEINIzA AL MHELCERE, 9232 A525
F U IREMSCEAL T |88,
BAE 4 B+ BERTEEHA.
EventOutcomelndicator M ARV IMNEILEMNK0 B
BLEMNESIMET, 1 BHAEKRKR 7923 vBH. BIZIEENG/R
J—FRI2k Y WEBRT
2 FRAGKE, UL aUBRT, BIZIEEDLT/IR
7 — FCHITESGER
3 ERLBKK 7L aVMAFRTIZ, HzERY
ForBREBIPRRBERBR -H1—F—T
hor FHAEME
BRADA R FA—ERIEEIIL, —EEKBKL =5
B 1DDAYE—UNELEETY o avIcxLE
BEN, 12DAvE—UNKBLET7Y V3 vIcx
LEREShEZIThER S (DFY, BEHEREE
L DE—DAYvE—UTEREL),
EventTypeCode U [ARVEDATIVDE|ARY MIERTAEE I 7S URNOEEDE A T,
HD D, FIZIE Ta—Y—nsq ]
DCID 401 TEEEA RV bA A TFa—FK]
EFEL S |UserlD M AR MZERIZBMT | £ a3V AL21 588,
(ZE(B) 21—H—NEHD—E
#73 ID,
AlternativeUser|D U |[2—5—DEHDORED| Va3V AL22 %88,
—EM%E D,
UserName U |AHICERDOSNS, 1|73V A523%51
—H—DF=HD &I,
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T14—ILFZ

*T7T
avk

ME

T4—IL FRR/EDBMEHE

UserlsRequestor

M

A—H—H, BEEIAT
WEA RN FDEKREE
IEERBEMNENDIE

=

EOBmMEN, BEEIATWSFSUHF Y aveE
WMOHEMEANT SOICERSNE, EOSMEN
BERETHINEEEY —ANRHOHIENTER
WHEE, Z14—ILFEIRTOSMEDOH TIE
FALSE TH#E LA ITAIEE 540,

VAT LIIZEHDSME % UserlsRequestor TH S
LHERLTRESHEL, HAOBRMDERELNH D
BE, H|EHEIX UserlsRequestor & LT 1 AEIT
WY LIFRFRER SR,

RolelDCode

ARV LETSIHE, 3
—H—NR=FREIDH
. CHIETRBNZE W
T EAHEHEFL) T
1 TEIHTEhD,

DCID 402 TG ERESMEDERSE IDI—F)
be3

D7 4—ILFOFEREE B2DOAvE—DH
KOPTTROLS CHEBESND, SIS EE
NDT4—ILETHDHDT, hDBEMDEENHLEFE
T50MEH LN,

NetworkAccessPointTypeCode

ESRAE A E7E S
A rDEALTDID

NetworkAccessPointID

A—H—EBEORY +D
— 9T ERRLA D +D
=®D D, ZHIFEE id,
IP7 RLRFERIFEEIC
BEL=fttd ID THY
%B/5%,

w5 arvA524 %58,

BEEYV—X

AuditEnterpriseSitelD

NILRTTHRERY R
— ) HOREBMEY —R
B, BlZIE Fwhk 28
IVTA4TABBETIL
— RO DA E
B

BEREYV—XIDI, £HMIT—EMTHD ZEEEX
ENHELOT, BEEV—RIDEZEICRET 5%E%E
ERGH

AuditSourcelD

V—A®DID,

BEARGARY FERHML, COBEEAYE—D
EERLEVATLOREA, LELE, BEEYV—XIE
SMEDS LD 1ATHBA, I, ThFSNE
DEPZERLTVEINBURTLTHYRFS (F
A, TR UEBEEBEERE).

AuditSourceTypeCode

Y—RADAA TEEET
%3—FK

U3V A5121 %558,

BIZIE, IMEREL 2] (T—2WNEEKE) AT
B LA, PACSRIS YR T LXK T4) (7T
F=a H—nNESo¥oTaY) EERTLH
HLhiLy,

SmMELF T
Uk (BE
&)

ParticipantObjectTypeCode

EEIhTWSSMEL
Tz b2 A4TDE=6H
NDa—F, ZOEF 12—
F—D&REMD, Ff=1E
SMEF TS Y bwt
TH51—HF—FEEMOR
AEhsd,

1 EA
2 VRTFLFTOzH b
3 AR

4 Zofth

ParticipantObjectTypeCodeRole

BEEINhTWSSMES
Ty FOWEERNE
R&ElERYTa— K,

U3V A5122 %58,
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T14—ILFZ

*T7T
avE

ME

T4 —IL FRRX/EDBMEHE

ParticipantObjectDataLifeCycle

u

BMEFTSH FAD
FT—BSA4THALYIILR
T—oDEHDID, Th
[IEEZADT—4 DEE
BIMEFRM®ET =012
FRATES, ThiEUXR
TLEBLTRET D,

o3V A5123 %51,

ParticipantObjectiDTypeCode

smEATCH L ID
ZEFENTWLAS ID (2D
WTERIRT 5,

5320 A5124 KU CID404 TEEESIMEA
JxzH FIDRATa—FK] 288,

pe3
CDT4—ILROFERZEE, BrDAytE—IHK
DHETTROLSICHBEINDE, ChIFZEED T
1—ILETHD =6, RIEIEHEFET S LA
A AW

ParticipantObjectSensitivity

smMEFITSHV F ID
DHEHTEEREERTT
%, BIZIE, VIP, HIV X
F—AR, AUAILAL
ARTF—A RAELIIEK
NDrEYY,

O—AILTERSNI=FAE.

ParticipantObjectID

BMEF TV LD
EDA VAR VR EHA
¥ %

BaDrytE—CHRICE > TREShEERZE

ParticipantObjectName

BEBEEIhEEMEAF T
9+ DDAVAREY
ABET1 R Y TA,
BIZIE, AD&H,

BrDAy—IMKICE > THRESN-FERE

ParticipantObjectQuery

Bhahtea1 Tosm
EAX TSz bDEHD
EEOBLEDE,

Banryte—CHRICK > TREShEERZE

ParticipantObjectDetail

EEFRSNET—4
TH-T, #I¥zV +
DEFEDHMEALT Y
EREnf-MERE T
LD,

LERIFA T AMEORTTHD. (2471 OEH®
FREFZEINLTFRAIXFITHS. E] DR
HFA—R64ZEFERALTI—FEEhi=T—32TH
%o BERNAFTY—T—2DREEICHEL TN D,

SOPClass

MC

SOP4SZDUID TH>TIDBMEA TS Y b
DHTEIAENDLD,

ParticipantObjectiDTypeCode A% (110180, DCM,
“Study Instance UID") THY, FrATarn7
4 — )L K (AccessionNumber, ContainsMPPS,
NumberOfinstances, ContainsSOPInstances,

Encrypted, Anonymized) QEnmmNZOSMEF T
Sy bOBIZHBIGERIIDE, FEODT1—IL K
M—D3IFELTLVHEWVLWEAETID
ParticipantObjectIDTypeCode #% (110180, DCM,
“Study Instance UID") TH3HE, FELTH LKLY,

Accession

RABSEIOSMEA TV FERELT,

MPPS

MPPS 4 Y X2 X UD [ZZDEMEA TSV +
EREEL=

NumberOflnstances

SOP D#IFZDEMEA TP MMk >TEIRSE
nd,
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J4—ILEH Ty BE T4—IL FRR/EDBMEHE
avk
Instance u SOP 14 v X4 > A UID {fifE
E

SOP f VRAVADIYRMEEL I EIZKY,
MEYRELEE AV E—CEERTE D, 1FE
AMEDKRDTT, SOPA Y RE2 A UD®DY
A MIEBEBEEMICHELE SAEL,

Encrypted u EENRYERTE-—DE. T—2ABESLShiz
NEINETY,

x

BESET—2BLUFBESILT—2DREENDH
2GR, 2 DDARU MREEEERT S

&
Anonymized U EENRYETRTHE—DE, BEEHANFERNSITAT
T—ADLRMYBINEDENETRT,
ParticipantObjectContainsStudy U Study InstanceUID, Z#hIg,

ParticipantObjectIDTypeCode A% (110180,
DCM, ’Study Instance UID”) THUMGE, RS
namnd Lhiiy,

A.5.2.1 UserlD

SMENALGSIE, 22— —ID(X, COBFELVATLLETEFOADEHIZERSINS ID THRITAIELE S L, K (F loginName@
domain-name T#H %,

SMENEBANTEEL TR A GE, BIRENf=UserD I, R RATLATORTHERAINZIDDOSEND—D2THITAIELS
L, FHIRIE —5—IDI%, O—AILSRATFLATORTA—AILDARL—T 4 VTR TLRAIZERESNS 70X ID M
L LB, smEN/ —FELHIE 12— —IDIE/ —FE2THHOTUATLEEEIZL>TEYETOHAELDAE LA, i
nsmE, g ALy K, BEBUgREIOER, DI TJH—ERRTH, DI JH—/N\ETEEEALY KIiE, @Y ID%EL
DTHAS5, TOREIL, HBEHESEDTT, FRAINEZIDEXELLETFAELZLEWL, 92320 A68B, COERBED
B, BEEOYS DHAREFHEOABIRATLOT E—HTEELS5I12TE2ETHS,

T—ADHEHAAFIFEEHLAIZ BIZIE BEIKIZEKY), UserlD 74 —JILFIE, AKDEBIE S CEAEAZNBEDOEROE
HlIERESh5, &E IDa— KA EV(110154, DCM, “Destination Media”)E =13 EV(110155, DCM, “Source Media’)T# %15
&, UserlDIERDEBYMNE LA :

a. YV—AMNBHMZEHEANT S URI BFFLWLER),

b. BFA—ILT7 FLR, BRKIE Imailto: user@address |

c. BEDEATOMK (fl:DVD), BLUZDHASTANLOMK, BRETFIA T —LFELTOHOD,
d. BEEDEA TOMHK Bl : # T1ILL), BEUEKEREOMEDHEK (0FY, TUrE),

BAKDT=HD UserlD 7 14—V FRBEICRERTHILENH D, FRENLID G LABWVERES IV S U XR— FOEENS

A.5.2.2 AlternativeUserID

EMESANGESIE, REOI—HF—ID (&, ZTOAICRENTRIEEMICHERSA ID THIFNIEZS4L, HIZIE, Kerberos
Username (user@realm)Tdh 5., SMEADICOM 7 TUr— a3 vigblE, REOI—F—IDIX, 1A kIsMLE1D0UE
D AE 2 A FILTHENETESEL, BHOAEZ A FLIERO&SITa— FEShATNIELE S50

AE 2 A kL= aetitle1;aetitle2;...
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T—DHEAAHFEIFESHLPIZ FZIE BIEKIZKY), KB UserlD 714 —IL FIX, AXDER S L UEAEZTABEDET
DEAIZFERAEND, %EIDa3— KA (110154, DCM, “Destination Media”), F£71=I1& (110155, DCM, “Source Media”) T
BLE, KB UserlD (X, BALOEEBAIZOBEBNIE LNAEL, FIZE BAEAELES, KRJa1—LFR/L, F£i[& DICOMDIR
SOPA Y AE2 VA UDTH5,

A.5.2.3 Username

BMECOVTOANEICHFRARELRER, SMENALSE, AOZFHNERASAGHTAREESHEN, SMENTOLRGESE,
TOERBNERENGTNEE S,

A.5.2.4 Multi-homed Nodes

NetworkAccessPointTypeCode & NetworkAccessPointlD (&, Z#OMEML R Y FT—U e LTS Y X T AICITEERIZA
UB3E, ChoDIILFR—L/ —FRIZDOVWTIE, BEEDAAY FERET S5E8, BE—ODNSEZFELIZIP7 FLAMNERSN
FERINGZTNELR S, DICOM I, BAICHERINSE Y FI—VEGEEIRT 2BEAEOEREERLEL, LML, £
ni& Z0/—FRIZEAT AR FOLEOITERINZEEA v E—COTRTITH LE L THITNIER S AL,

A.5.2.5 EventDateTime

EventDateTime (X, FRESNTVB AR FRTONEBEELIUVERITH S, WDIDHDA R MIFEELG#HELHD. Ch
SMIEE, BEEREIE MESATWEIRVFE—EBL, D, BULGFEIZE>TRIENGTAELZ ST,

EventDateTime [XFFEHERZ S X ITHIEAE S0,

BEBEAVvE—COEREBFEAREZYR—FLTLLE0D, BEREESIED, EEAvE—C0RTFE, BREREAVTAvE
—CEMBTEGHRIEGE LA,

A.5.2.6 ParticipantObjectTypeCodeRole

ParticipantObjectTypeCodeRole IFHEFDA Ry MZTAH TP 29 ERRELEREIZEBANT S, ARV MOELIEEHOSM
AT %S, ParticipantObjectTypeCodeRole [&4 X2 MZEWTEDA TP ) bHAEDEREIEZRI- LIz ZERIT S,
Ffe, I—PzUb, SEMIVTATA, JLFREIVTATAEH/RELTED, ARV FOBMICEELGREIN 1 ORI
na,

i< A.5.2.6-1. ParticipantObjectTypeCodeRole

a—Fk Gl =
1 B LUF Tz I FMIZDARY MBEET ZABEEZTHEETHD, BF D FEIhITHEY
TEHLDOTHENETHD. BEIIATLEMTE KL,
2 ay—<3y AR MIBEETSHELTHEEINIEFR, EEEZTOARNY MTONEBRIOZETH D,
BEDIGE, BEDARNY MIGFHA~NDEEE(IISEFNISOERETHSZ LITEE,
3 mEE LUF Tz FEIARD FOBEELTERSABEZMOLLBEVVMREEXETH S, HIZ IEHRE
TOMEE, T4 L BEFREE, DICOMRETAELRH D, WILTSATHA 7 IILEERIZHE
FHFEIEIMANEEEIND,
)yy—2 (#EELF)
YREZ—T7AI) XEERPCEEOERICHERAT D, REAMGELE I 7ML, FIZIE HLTIRREA—T74IL LS5
Yoay, Bty FETRESWSZA IOV M HRETH D,
6 a1—H— HOATFIT)TEHESAGZWVEY, ATHESNE
JR b+ (HREELF)
8 EEh ARY MIBEELABREZREELIEIERET DA, BEIAME, EMEEEHEOEEN,
EDLS3LGHBTEMT 2, THD. EBRIZOEEEERICITIATHS, —A, BHEEEZ
DEEIZH LEFZES AFRIXEBTH S,
9 MAZE ARV ED—RELTEMEINIZATREVRT L, AR MERBICBE D AT LN MBEIZE
HMTBES5LKRRTINETEEETHS,
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a—+Fk A £ BA ME
10 fREEA ANVRGTTANY FOXILVEREZESIER T 5 RIRSH O T DM OBR,
" TFAVTAA—HF—IU|ARVMIBEET S, X2 ) T4 DREEESFEAFTERTI T ITHRVRT L
TATA
12 t§1U%41—ﬁ—7»(ﬁﬁﬁf
13 t¥alUT4UV—2R BEIRE, AN MIETEIRBNA TSI+
14 TXIUTALRNLOER | (HEET) FIEDRBAC ¥ ) T« AERICEE
15 =ftE ARREICOVTEEZAS ANFLEFRBCNICHIRTOREDEER, RAEHHLNEIZTO

H, ZLTIRTCOBEDF—LESIWARIINL—THEEND, REEFLEME T, BEAS
ERITARERLENESISNEVS RTERVAH D C EITER,

16 T—RiEE% tDFRENEY THRVMEED T — R ERE%

17 FT—AT7—h47 FT—hA TOT—AR—REREDRENE Rz T — A GETE I T —2EEE

18 A5 Ta—)L AT a—)UERZRETIAH T Y b, FEROESHBERE S,

19 BE H—ERZZITWMAHBEFEAN, EBRITO—EREZ(TIRAEHC, SPRITOY—ER
FZITWMABEALE,

20 <37 F—H—, BRY, T—=UFATL FIERTYTEH EET 57— OBEH . MPPS D E
AVRB VR

21 CaTdRM)—L CAaTYRMERIEDaTVRMERBTHIRT L, il : NWLSCP % &,

22 = (HREELF)

23 W—T VT HE%E FATFLDIL—T 4 T OR G ERTEIFERTEIA TSI kb, BlIZIEEA—LDIL—TF 1 >
SEETHIEEVR ME, ZEEFEERFa AV, S3TEWVS=A TSz FTHB,

24 BuLaht FWEHAR, BEEMHT, BMLEHLRNEOBRBIZHERAT 5, EXa )T BEERBERKELT,
EEREOBWAHEZEMEIEFIREEETH S,

25 F—2Y—2R BRI AREMPMUUZZVERET -2 DREE-IER A,

26 MIBER BARNYFO—RELTT—REER, 27, BE, BETEIT—2LNEER,

A5.3 DICOMBHDEEA vt—

ROV T avlEk AvE—JEEkbEESE TS, Chld DICOM BRI TOT 7 A ILADBEEZIRT HELEICLYFEA
Ehd, ROKXRTHIESNEWVWI—ILE OFY, XMLEZRSLUBEET SEMN) &, A1 BLUAL2NDHTHEESNRY
IZEDBEFNRIEE ST,

ZOTOTFANADBEEEERTIRET, COTOTIF7ANICEYEESNEEEAYE—UD 1 DTHNA—SNBFEER
ETEH5EDIE, COTOT7AIINVIIEESINEAYvE—CT4—<y FEFERALAGTAELZRS L, LALERS, CoJaoTy
ANADBEEEETETEIVRTLIE, FOEBAVE—UICE s TRESNEFENECIESLITAYE—CEELESICITE
RENLGW, PFShDEIEEF, BEEAYvE—CD N H—DENEETERAETHY, *yY FIT—VBRREBOBEL SDOF
fE, O—AILDEF1 )T AR —ICH>TROZETHD,

x

1. EDIVTFA4TANEEICEEDAANY FEWLWDESMNIE, DICOM DEHEND L AT LKEEETHD. HlZIE, B
WEDLEBAYE—CHERTIDIE, BVWEHLEICHBIEET S I T4 TA4ICEYBLELENMER SN DIEED
IVTAT4, FEEBVWEHLEICEZEEELEVWE=2Y I IVTAT14ThHD, LHLENIE E-F23hi:
XY RT—=I ,S T4V IICEWV-EBTAvE—CFERT S,

2. CCTRBLEARYMIBTVEZAARNY FERET SO, CAODEREAF—TENKRT SRMWE LTHAT
&5,
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LIBOHERT, BRI VTATAAILNRIDE EERIVTAT1E, AvtE—IAa—FEESh-BEREREOERTH

%)o

A531 77— 3 UiEE

COEEAYE—D, BATUTA T4 OBRBELIIFELOAAY MIDWTERT S, Chik, LARBEOTS)r—3
DORIBERESYY FEOVD, KY—RHUBESICLERGCERAHY, TNOOBMIZTELTLEADL LAKL,

RAL311. 7T =L a3 VE Ay E—2

EHRIVT 4T« TJ14—ILF4£ T7oavik EDHIH
AR+ EventID M EV(110100, DCM, " Application Activity”)
EventActionCode M Bl 25l
E = Execute
EventDateTime M HESA TN
EventOutcomelndicator M HESATULEWL
EventTypeCode M DT (110120, DCM, " Application Start ")
DT (110121, DCM, " Application Stop ")
ERGSME UserlD M FRFELEELOTOERDOEAIE A521 OHRT
BREEENEELIICT+r—T vy bEN D,
7T r— 3 Uk - N .
=2 (1) AlternativeUserID MC 7O+ XH DICOM EHHR—+F 31546, AE 24
IWIEAL22DHRTHEENELSIZHS,
UserName U HAESA TG
UserlsRequestor M HESATULELL
RolelDCode M EV (110150, DCM, " Application ")
NetworkAccessPointTypeCode u HE SN TLVEL
NetworkAccessPointID U HE SN TULAL
ERGBME UserlD M FIIVG—a 0RO ENMELTEAFLETO
X
;g;z;;;;gf AlternativeUserID u BEESATLEL
R (0..N) UserName u HEINTULAL
UserlsRequestor M HESNTULAL
RolelDCode M EV (110151, DCM, " Application Launcher ")
NetworkAccessPointTypeCode u HEINTULAELL
NetworkAccessPointID U HESNTULEL

SMEA TSI MEZDAVE—JITRREE ESREL,
A5.3.2 EEOJDOFER
D AvtE—TF, BERIEBEROOSEZHOATEFITOECRDARY MZDWTERT B,

x

BIZIE, BEEFRROO—DLF Yy L1 2#FITIRETH T, FRAPRORERS > MIEEShEN o 15E,
A—AlFryala—HF—IC&oTT7IERENDULIE, REFIIDA vE—DFERT E2HL LAKLL,
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% A5.3.21. EEOSFEROA vE—

EHATI VT4 T4 TJ4—ILF4£ TFoavik EDHIH9
ARk EventID M EV (110101, DCM, "Audit Log Used")
EventActionCode M FBETHEITNIEES AL
R =read
EventDateTime M HESNTULAL
EventOutcomelndicator M HESATULEWL
EventTypeCode U HESNTULAL
ERGBME UserlD M BEEMMICTIERTIANELETOER, MANEE
HMOIGE, 2 ODFERESMENEENLTAIELS
7INr—2a v ER B (AETOERDEH).
llfLE::é)i rEIRe AlternativeUserID u HESATULEWL
UserName U HE SN TR
UserlsRequestor M HE SN TULAL
RolelDCode U FAESH TV
NetworkAccessPointTypeCode U HESATULEWL
NetworkAccessPointID U HESNTULAL
SMA TPy b ParticipantObjectTypeCode M ROEBYTHITNIEGES KW 2= R T A
®x5050 D (1) ParticipantObjectTypeCodeRole M ROEBY THRIFNEGESHL 13 = %2 T«
)vy—Xx
ParticipantObjectDataLifeCycle v FAE SN TV
ParticipantObjectIDTypeCode M ROEBY THIFNIEESAEL 12 =URI
ParticipantObjectSensitivity U HESINTULEL
ParticipantObject|D M EEZEOS 0 URI
ParticipantObjectName u RDEEY THEITNIEAE S0 - " Security Audit Log
ParticipantObjectQuery u HE SN TULAL
ParticipantObjectDetail u HESA TN
ParticipantObjectDescription U HESATULGEL
SOPClass u o3 AL2%5HR
Accession u oL avALB2%BR
NumberOfinstances U 2o a v AL52%5HR
Instances u a3V AL52%BR
Encrypted U o a3 AL2%88
Anonymized u o avALB2%8R
ParticipantObjectContainsStudy V) U3 AL2%5E

A.5.3.3 DICOM A VRB VADEEZFIBRT S

CDAVE—2F, HB/—EDBAD/—FET,

VATLDEF) T4 BEDEENT,

RXT LM 1y D DICOM A

VAR VADEEERIIRT AA AU FERBT S, COA Y-, BIT1T AQBEICETHIBERESTMND LA,

b3

Al®D Instances Transferred * v t—UM, EREFRTDE=HIZEEINDS, LE=AH2T, E5NEZRCERESNE=EDE,
ERIZELNEDIDEERBRTES,
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& A5.3.3-1. DICOM 1 VR B D ADIREZFHIRT 5 T-ODEEA v t—2

EHRIVT 4T« J4—ILE4 FFoavHE EDFIH

AR+ EventID M EV (110102, DCM, " Begin Transferring DICOM Instances ")
EventActionCode M RDEEY THITAIELR S : E = Execute
EventDateTime M HEINTULAL
EventOutcomelndicator M HE SR TULVEL
EventTypeCode u HE SR TLVEL

ERLESME UserlD M FT—R%&570ERADID

s _gaEFoex (1) |AlternativeUserlD u BREShTULAEN
UserName u HAESNTLAELN
UserlsRequestor M HESINTLVEWN
RolelDCode M EV (110153, DCM, " Source Role ID ")
NetworkAccessPointTypeCode u HESINTULAEL
NetworkAccessPointlD U HESINTULAL

ERGSME UserlD M T—2%%2ITR5 70X D

F_aZETOELZ (1) AlternativeUserID u HEIATULEL
UserName u HESINTLAELN
UserlsRequestor M HESINTLVEWN
RolelDCode M EV (110152, DCM, “Destination Role ID”)
NetworkAccessPointTypeCode u HEINTULAEL
NetworkAccessPointlD U HEINTULAL

ERGBME UserlD M F<EADLYE>THRAMMNE LR LMDSMED ID, $I<

BOSIE ON) BERETHLHIE=EDID
AlternativeUserlD U HE IR TLVEL
UserName u FHAESNTLAEN
UserlsRequestor M HEShTULVL
RolelDCode U HE SR TULVERL
NetworkAccessPointTypeCode u HESINTLAEL
NetworkAccessPointlD U HE SR TULVEL

smMA Iy b+ ParticipantObjectTypeCode M ROEBYTHITNELGELHE L 2= X T4

DR 4T ¢ (1.N) |ParticipantObjectTypeCodeRole M ROEHY THRIFNIEGESLL : 3={/EE
ParticipantObjectDataLifeCycle u HESNTLAEN
ParticipantObjectIDTypeCode M EV (110180, DCM, “Study Instance UID")
ParticipantObjectSensitivity U HE IR TLVEL
ParticipantObjectID M AAT4A4A2VARE A UID
ParticipantObjectName U HE SR TULVERL
ParticipantObjectQuery u HEShTULEN
ParticipantObjectDetail u 1DUEMDSOP Y S AUDEZHLDER

lContainsSOPClass|

ParticipantObjectDescription u HESINTLVEN
SOPClass MC HEINTULAL
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EHRTI T4 T4 T4—IL K& TIoak EDFIF

Accession u FHAESNTLELN
NumberOfinstances U HEINTULAL
Instances U HE S TULVL
Encrypted U HE SR TULVEEL
Anonymized U HE SR TULVEEL

sSMA Ty b+ ParticipantObjectTypeCode M ROEBYTHITAEZSHELN  1=@EA

s (1) ParticipantObjectTypeCodeRole M ROEHBYTHRINIERSHEL 1= 8F
ParticipantObjectDataLifeCycle u HESNTLAEN
ParticipantObjectIDTypeCode M ROEBYTHRINEGESHEL : 2=8BFID
ParticipantObjectSensitivity U HEINTLAL
ParticipantObjectlD M #2EID
ParticipantObjectName U BEDLHE
ParticipantObjectQuery u HE SR TLVEEL
ParticipantObjectDetail U HE SR TULVEEL
ParticipantObjectDescription u HESINTLEN

A534 T—ADEFHL

CDAVtE—DR, TEARVRATLADEX 1LY TABEBDOEENGHNDEIEEERTHVRATLNLT—ADEZTHLET S
ARV LERRY 5, ESHLOBIE, HADER, 74 ILL~ADREE, BOT+—7y FADERIRIZ K S EHRADRE, BSL
AIRERIEIAANDEEAH, FREEFA—INICEDEETHD, E<DEEZ 1 2DMRV Ay E—URTERABLTH L,

KA5341. T—EREESHLDEHDEEA vE—D

FEHAIUT T4 T14—ILFE TFoavn EDHIFY
FEaVAS EventID M EV (110106, DCM, “Export”)
EventActionCode M ROELY THEEFNIETLESAL - R=Read
EventDateTime M HE IR TLVREL
EventOutcomelndicator M HE I TLVEL
EventTypeCode U HEShTULVEL
ERGSNE UserlD M T2 &R TREROL—F—FFETOEID ID
JE— h1—HF—B LY AlternativeUserlD U HEINTULAEN
Ja+x (0.n) UserName U HE SR TULVEL
UserlsRequestor M 453> A5341%5HR
RolelDCode M EV (110152, DCM, “Destination Role ID”)
NetworkAccessPointTypeCode u HEINTLAWL
NetworkAccessPointlD U HE IR TLVEL
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EHRIVTF 4 T4 J4—ILEH

FFoavH

B FlF

ERESME UserlD

T—H2DEEHLET S

M

T—A0EEHLET H0—Aa—HY—FETo+
AD D, MAMBRMDIES, 2 DDFRESMENEEN
BIFhIEE S0 (NETAEROEA),

A—H¥—FfE AR

(1.2) AlternativeUserlD U HE SR TULVERL
UserName U HE IR TLVEL
UserlsRequestor M 453 A5341%88
RolelDCode M EV (110153, DCM, " Source Role ID ")
NetworkAccessPointTypeCode U HFEFINTULEL
NetworkAccessPointlD U HE SR TULVEL
EROEBME UserlD M 9L avA523 %8R
B (1) AlternativeUserID u 93 A524 %58
UserName u HESNTLAEN
UserlsRequestor M FALSE TH T4 54
RolelDCode M EV (110154, DCM, “Destination Media”)
NetworkAccessPointTypeCode MC MEBMTEALSNCEEH L SN EEE, flZIE BEfth
MRy bT—0ThHY, TaIbL, #ERILCD TIELL
HEIT, BREND, T5THITAEHFEELTELL,
NetworkAccessPointlD MC FYRTFTIOERRRA U b2 A Ta— FRFEET HIEEIC
BREINDB, TS5 THRITNIEEELTH KLY,
Medialdentifier MC R 1—LAID, URl F=EBEREOMHD ID,
TOANERTHIHEICERSND, T35 THITAIEE
ELTHEKLY,
MediaType M DCID 405 “Media Type Code"h 5 :#E(Eh 1= {E
SMAITy b ParticipantObjectTypeCode M ROEBY THRINELGESHE WL 2= X T LA
2854 (O.N) ParticipantObjectTypeCodeRole M RDEBYTHEINELRSAEL : 3=HESE
ParticipantObjectDataLifeCycle U HEIN TN
ParticipantObjectIDTypeCode M EV (110180, DCM, “Study Instance UID")
ParticipantObjectSensitivity u HESIhTLEN
ParticipantObjectlD M ABZTFA4AVARZ A UID
ParticipantObjectName U HE IR TLVRL
ParticipantObjectQuery U HE IR TLVEL
ParticipantObjectDetail U HE IR TLVL
ParticipantObjectDescription U HEIN TN
SOPClass MC KAL2-1%SHR
Accession U HE SR TULVERL
NumberOfinstances U HE SR TULVERL
Instances u HESINTLAEN
Encrypted u FHE S TULVL
Anonymized u FHAESNTLAEN
SMAIToy b ParticipantObjectTypeCode M ROEBYTRITRIEEGESEN 1 =EA
BE (1.N) ParticipantObjectTypeCodeRole M ROEBYTRIINEGE SR 1= 8F
ParticipantObjectDataLifeCycle u HESINTLEN
ParticipantObjectiDTypeCode M RDEBYTHIINERSHEL : 2=8FID
P15-2017c_j_20190801.docx - FRAE -




PS3.15-2017c DICOM PS3.152017c- ¥ a U T4 BL VLR TLEETO I 74 R—2 56

EERIVT T4 T4—IL K& TIoak EDHIFY

ParticipantObjectSensitivity U HE IR TLVEL
ParticipantObjectlD M #2EID

ParticipantObjectName U BEDLHI
ParticipantObjectQuery U HE SR TULVERL
ParticipantObjectQuery U HE SR TULVEL
ParticipantObjectDetail U HE SR TULVEL
ParticipantObjectDescription u HESNTLEN

A.5.3.4.1 UserlsRequestor

1 ADI—HY— (A—HIDFELITERD) FBERETH D EERINBITNIEESHL, DFEY UserlsRequestor TH Y, TRUE
DEZLEZITFAELRSEL, ChIZEY Ty a TILDEEETILEBREKDEDHIZZITANS,

A53.5 T—HDHRHIAH

CDAYtE—DR, SYVRTLEAALTVST R COMEBOEX 1Y T BEDOERTICAN > EEZRRT D, T—4
DHBANDFEARAAA N FELRT D, BEBADEKRICEDEEL, T—4RARADAANY FEVWSIYRBEL LS, T—%E
FEELTLELEERALND, SFHRAADHIEL, T—E2HSHLLA—AILOA VRE R %, B LATRELEAREICERT S C
ETHD. B<DBEBE1 DDAV A yE—UHRTRBLTELLY,

1 ADI—HY— (A—HIDFELITZERD) FERETH D EERINBTNIEESHL, DFEY UserlsRequestor TH Y, TRUE
DEZHEZTAEZSLHEN, ChIZEY Ty o1 TILDEEETILEREKDEDOIZZITANS,

K A5351. T—AZ/ARAAD-HDEEA vE—

UserlsRequestor FALSE TR ITHIEHE 540

RolelDCode EV (110155, DCM, " Source Media ")

EHATI VT T4 T4—ILF4£ +Foavik EDHIH
ARk EventID M EV (110107, DCM, “Import”)
EventActionCode M ROEEY THIFTNIEE %Ly C = Create
EventDateTime M HESNTULAL
EventOutcomelndicator M HESA TGN
EventTypeCode u HESNTULAL
ERGSME UserlD M F—AOFEARHET HA—NL1—HF—ANTOtER
®? ID
g;zgﬁiﬁzgz AlternativeUserlD U BESIN T
+2Z (1.n) UserName u HE SN TULVEL
UserlsRequestor M 53V A535%5HE
RolelDCode M EV (110152, DCM, “Destination Role ID”)
NetworkAccessPointTypeCode u HRE SN TULVEL
NetworkAccessPointlD u HESA TN
ERGTSME UserlD M 533 A523 %8B
2k (1) AlternativeUserlD U 93U A524 55
UserName u HAESA TG
M
M
U

NetworkAccessPointTypeCode HEINTULEL
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EHRI VT4 T

Pt

J4—IL KA

FFoak

EDHI#

NetworkAccessPointID

MC

ERDT7IERARA Y A Ta— K EET HIHE,
FELZFNE S AL,

Medialdentifier M R 2—LID, URI FIZEAEADMHD ID,
MediaType M DCID 405 “#fk% 4 Ta— F"h & (En f-E
EREGSME UserlD M 932 A523 %5
Y—Z (0.1 AlternativeUserlD u U3 AL2455HE
UserName U HEShTULAEN
UserlsRequestor M 53V A535 %8R
RolelDCode M EV (110153, DCM, " Source Role ID ")
NetworkAccessPointTypeCode u HRE SN TULVEL
NetworkAccessPointID MC ERDTIERARA Y 84 Ta— FAFEET 2158,
BELETNIEZ S,
sMATozH b+ ParticipantObjectTypeCode M ROEBYTHIFNEGESHE N 2= R T A
2454 (0.N) ParticipantObjectTypeCodeRole M ROEBYTHRIFNEGESEL  I=RESE
ParticipantObjectDataLifeCycle U HESIATLAEL
ParticipantObjectIDTypeCode M EV (110180, DCM, “Study Instance UID”)
ParticipantObjectSensitivity U HEShTULAEN
ParticipantObjectID M AEF 44 ARE A UID
ParticipantObjectName U HESINTLEL
ParticipantObjectQuery u HESA TN
ParticipantObjectDetail U HESINTLEL
ParticipantObjectDescription u HESINTLVEL
SOPClass MC R A5.2-1 %BHR
Accession u HESATULEWL
NumberOfinstances U HESINTLAEL
Instances u HESIN TR
Encrypted u HAESNA TG
Anonymized U HESINTLAEL
sSmA Iy b ParticipantObjectTypeCode M ROEBYTHIFTNEESEEL - 1= EA
mE (1.N) ParticipantObjectTypeCodeRole M ROEBYTHRITRERSHWN 1= 8F
ParticipantObjectDataLifeCycle u FE SN TV
ParticipantObjectIDTypeCode M ROEBYTHITIEESHE LW 2=8FID
ParticipantObjectSensitivity U HESINTLEL
ParticipantObjectID M B2HEID
ParticipantObjectName u BEDLR
ParticipantObjectQuery u HESATULEWL
ParticipantObjectDetail U HEINTLAEL
ParticipantObjectDescription u HE SN TR
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A536 7UtEAENIDICOMA UV REZ VA

ZDAytE—TlE, DICOMSOP 4 YR A VAMEER, FIA, BH, FIFHBRINIAvE—CFRBT D, COAVvE—DIE,
BIZ1 ADEFICEHI ERZSETLTNELES B, FLZDEFDLHDW DHODRE T4 FHETRTENT 501
HATE3, CDAvE—CIE, AVREIVADET DRI T4 ERHTHH, HLIOA VAR VRIEEHFLEL,

AETFAHDA VAZ VANTRCHIBR SN BES, EV(110105, DCM, "DICOM Study Deleted")f N> kAR S ITHIELE
bW, £33 A538%5MHE,

& A5.3.6-1. DICOM A Y RABA 2V AADT I CADT=ODEETEAvE—

EHRAIUT T4 T14—ILF4£ TFoavik ED %9
AR+ EventID M EV (110103, DCM, " DICOM Instances Accessed ")
EventActionCode M HZE
C = create
R = read
U = update
D = delete
EventDateTime M HESINTLAEL
EventOutcomelndicator M HESATULEWL
EventTypeCode u HE SN TULAL
ERETSNE UserlD M HESATULEWL
F_ 5 BT B A 5| MernativeUserlD U REShTULAEN
KU (F1=1%) FOo+ X |UserName U HESATULEWL
(1.2) UserlsRequestor M HESNTULAL
RolelDCode U HESATULEWL
NetworkAccessPointTypeCode u HESINTULEL
NetworkAccessPointlD u HESATULEWL
SMA TSz b ParticipantObjectTypeCode M ROEBYTHINEGEEE N 2= RT A
25854 (1.N) ParticipantObjectTypeCodeRole M ROEBY THITAIFE LML 3=REE
ParticipantObjectDataLifeCycle v FE SN TV
ParticipantObjectIDTypeCode M EV (110180, DCM, “Study Instance UID")
ParticipantObjectSensitivity U HESNTULAL
ParticipantObjectID M AEF 44 ARE A UID
ParticipantObjectName U HESNTULAL
ParticipantObjectQuery u HESNTULAL
ParticipantObjectDetail U HESNTULAL
ParticipantObjectDescription U HE SN TR
SOPClass MC RAL52-1%LHE
Accession U HE SN TR
NumberOfinstances U HESNTLVEL
Instances U HE SN TR
Encrypted U HESNTULAL
Anonymized U HESATULGEL
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EHRAI VT4 T4 T4—IL R4 FFoavik BDH#
SmMAIToy b ParticipantObjectTypeCode M RDEBYTHIFNIEESEL  1=EA
s (1) ParticipantObjectTypeCodeRole M ROEBY THITNIFESMELD 1= 8F
ParticipantObjectDataLifeCycle u FHAE SN TV
ParticipantObjectlDTypeCode M ROEBYTHIFNEGESHE N 2=8FID
ParticipantObjectSensitivity U HESNTLEL
ParticipantObjectID M BHEID
ParticipantObjectName U BEDAR
ParticipantObjectQuery U HESATULEWL
ParticipantObjectDetail U HESINTULEL
ParticipantObjectDescription v HESIN TR

A53.7 EEEN-DICOM A VAR VR

SDrytE—UHRERT HDIE, DICOM SOP A YR E UV ADEEN 2 DDIEALTYTA TAHTRET LAV FTHS, 2O
Fut—UF HIZT1AOBBICEHT SERESTH L LALL,

x

CDAVRAVRAYE—VIZHEFTFLTIA DRIV ADGEZRO D] AVvE—UH5hELNEL, 1V RE VR
DEEZRDD] A VvE—DIESOP A VR VREZREGETIEREERA D, TO—AT EEINAVRFZ VR Ay
t—E, GBEORRETET S, ASIDT—BA 22D vE—HIchdE, MEREOTEEMENH S,

& A5.3.71. DICOM A VR BA VADEEDT-ODEETAvE—

EHRIVTF 4 T4

J14—IL KA

AT aviE

B HIH

4Rk

EventID

M

EV (110104, DCM, " DICOM Instances Transferred ")

EventActionCode

M

B ZE -

ZHWY FNGEESIN=AVREIVADAE—ZHREFHL
TWEN-=1FEIL C = (create : YERL)

ZITRY FherEINT SOP 1 VRAVADIE—%
FTTICRELTHEY, TOAE—ICERFFELHBL
TWABAIFR= (read : BEAHRAH)

RELTWSOE—¢ERZITRM2 O E—ELDERERAE
THEEHREBLTWSAE—2ZETHHEAREF U =
(update : E#)

ERYV—ANZITIWY FTIEAEL, FLEAM2VRE2UR
MWD TRITRY / — FTCRESA TV =ATHATHS
HEEIER= (Read : 5i#iA#HA) EFEHAT 5,

EventDateTime

EEMNTT LERFTRITREZ S0

EventOutcomelndicator

<

BRESHTLEN

EventTypeCode

BREShTLAEN
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EHRIVTF 4 T4

ERESME

T—A%%E->TOER
(1

T4—IL K& T avk EDHIHY
UserlD HE IR TLVEL
AlternativeUserlD HEINTULAL
UserName HE S TULVEL
UserlsRequestor HE SR TULVEL

RolelDCode

EV (110153, DCM, " Source Role ID ")

NetworkAccessPointTypeCode HESINTLAELN
NetworkAccessPointlD HE IR TLVRL
BERGSME UserlD HESINTLVEWN
=5 %8 (1 - 1- 7 o |AlternativeUseriD RESATHAEN
+x (1) UserName HE S TULVEL
UserlsRequestor HE SR TULVRL

RolelDCode

EV (110152, DCM, " Destination Role ID ")

NetworkAccessPointTypeCode HESINTLAWL

NetworkAccessPointlD HE SR TULVEEL

ERGEBME UserlD BEIhTULAN
MOBMOSmE 5 - |AternativeUseriD HE IR TLVRL
EREZETH DHE = E|UserName HMEShTLEWL
(0.N) UserlsRequestor HEShTULVEL
RolelDCode HE SR TULVEL
NetworkAccessPointTypeCode HEIhTULEN

NetworkAccessPointlD HE SR TULVERL

smMA I~
BERDRE T4 (1.N)

ParticipantObjectTypeCode

ROEBY THEINFGE S 2= VR T LA

ParticipantObjectTypeCodeRole

ROEEY THINFGE S : 3=REE

ParticipantObjectDataLifeCycle

BRESHTLAEL

ParticipantObjectIDTypeCode

EV (110180, DCM, “Study Instance UID”)

c|jcjlc|jc|Z|lCc|E|lCc|E|lE|Cc|jCcjCc|Z|lCc|jCciZE|lc|c|ZE|E|CcjCc|E|Cc|ciZlE|lCc|c|lg

ParticipantObjectSensitivity HEINTULAL
ParticipantObjectID AAT442RA A UID
ParticipantObjectName HE SR TULVERLY
ParticipantObjectQuery HESINTLVEWN
ParticipantObjectDetail HE SR TULVEEL
ParticipantObjectDescription FHAESNTLAELN
SOPClass MC KAL52-1%SHR
Accession u HE SR TULVRL
NumberOfinstances u HEINTULAL
Instances u HEINTULAL
Encrypted u HE SR TULVERL
Anonymized u HESINTLAEN
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EHRI VT4 T4 J4—ILF4& +7aviE EDHIK

sMA Iy b ParticipantObjectTypeCode M ROEHY THRIFNIEGESEL 1 =FA

gF () ParticipantObjectTypeCodeRole M ROEBYTHIFNEE S 1= B
ParticipantObjectDataLifeCycle u HE I TLVEL
ParticipantObjectiDTypeCode M ROEHBY THRIFNIEESHEL : 2=8FID
ParticipantObjectSensitivity U HEINTULAL
ParticipantObjectlD M #2EID
ParticipantObjectName u BEDLH]
ParticipantObjectQuery u HE SN TLVELN
ParticipantObjectDetail u HE IR TLVEL
ParticipantObjectDescription u HE I TULVEL

A.5.3.8 HIffEh71-DICOM X432 T«

CDAYE—UNERTEDIE 1 DULEDRAEITABELUVITRTHDEET S SOP A VRF VRAEBE—DITADIZHIBRT 24
FCHD, COAvtE—lF, BIT1I ADERBICETIERES TR TAEES AL,

#& A.5.3.8-1. DICOM X 2 T 1 QHIRDI=HDEEF vt—

EHRI VT T4 T14—ILF% TFoavik EDHIHY

ARk EventID EV (110105, DCM, " DICOM Study Deleted ")
EventActionCode RDEHY THIENIEL 5% : D=Delete
EventDateTime HESh TN
EventOutcomelndicator HESINTLEL
EventTypeCode HE IR TLVEL

ERTBINE UserlD HE IR TLVL

A8 T 1 ZHIRT % AE | AjternativeUserlD HEShTULVERL

lE7ao+x (1.2)
UserName HE SR TULVEL
UserlsRequestor HEShTULVERL
RolelDCode HE SR TULVEL
NetworkAccessPointTypeCode HESINTULELL
NetworkAccessPointlD HESh TN

SMAIoo b
EEHBDRE2 T4 (1.N)

ParticipantObjectTypeCode

ROEEY TRIFNFGE LG 2= VR T LA

ParticipantObjectTypeCodeRole

RDEBYTHRITNERSEL : 3=RES

ParticipantObjectDataLifeCycle

RESNTLAEN

ParticipantObjectIDTypeCode

EV (110180, DCM, “Study Instance UID”)

cjlc|lc|lc|ZE|lCc|Z|lCc|E|ZE|Cc|jCcjCciZE|lc|jc|ZElCc|g|lg|lglg

ParticipantObjectSensitivity HE SR TULVEL
ParticipantObjectID AT 44 2RA A UID
ParticipantObjectName HESh TN
ParticipantObjectQuery HE SN TLVEL
ParticipantObjectDetail HE IR TLVL
ParticipantObjectDescription HESINTLVELN

SOPClass

<
9]

*A52-1 %51
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|53
S8
H
%
]
A
]
A

T4—IL K& T avk EDHIHY
Accession HE IR TLVL
NumberOfinstances HEINTULAL
Instances HE S TULVEL
Encrypted HE SR TULVEL
Anonymized HE SR TULVELY

SMA TSz b
g2 (D

ParticipantObjectTypeCode

ROEEY THEINEGE S - 1=EA

ParticipantObjectTypeCodeRole

ROEBYTHEINEGE S 1= 8F

clc|lc|c|Z|lCc|E|Cc|ElE|Ccjc|c|c|c

ParticipantObjectDataLifeCycle HESNTLAEN
ParticipantObjectIDTypeCode ROEBY THRIINEGESHEL : 2=8FID
ParticipantObjectSensitivity HE IR TLVEL

ParticipantObjectID £3E D

ParticipantObjectName BEDLHE

ParticipantObjectQuery HESIhTULEN

ParticipantObjectDetail HE SR TULVEEL
ParticipantObjectDescription RESINATLEN

A539 Ry rJ—UIT K
COAYE—DF, YRTL, FIAEEAALOEE, Ry bI—VICKBICHAYT 51 b ERBT B,

b

WL, SBEANCCOAvE—CEREL LR ADIENEFELL, CANFTRETHIMNES, #HIIE ®#TEhEZXD

CEMTEDLSITT BH=HIT,

A—ALDNY T7HRIZCAYE—DFREFETEHIIENEELL, ZTOH®R, ENCMILOHE

WiE, RELGHBENHDEE, O—HILDONYIT7HROEEA vE—CEHASIENTED, BEATELERICEE

EmIhL5E,

FhiEnBAvE—2 (B LAY IT7ENNIE) Z2REBEIENTE, RNV ITrSnfzAytE—2,

RICREUBHEBREET H-ODENAIILOBEHA v E—UhR<, ChS5DAYE—DEDFALREZVTIE, 4R

VIEBNELEERDINTBHTHY,

AyE—TUNELNBEHTEAL,

zAS5391. RYFIT—V TV R)DI-HDEEAYvE—D

EHRIVT T4 J4—ILF4 FFoavik |E
AR B+ EventlD M EV (110108, DCM, " Network Entry")
EventActionCode M ROEEY THITNIEL S  E = Execute
EventDateTime M HESINTLEN
EventOutcomelndicator M HESNTULAEWL
EventTypeCode M EV (110124, DCM, " Attach ")EV (110125, DCM, " Detach
"
BERLESME UserlD M HESIhTLEN
.y kO —4 =@ A Y o |AlternativeUserlD U BRESATLAEL
5/ — KFFEEIEP X T L|UserName u HESNTULAEWL
M UserlsRequestor M FALSE T (F4LIE%A 5 ALY
RolelDCode u HEINTLAEWL
NetworkAccessPointTypeCode u HEINTLEWL
NetworkAccessPointID U HEINTLVEL
BMEBEA TV FMIZDAVE—DITRELESINELY,
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A53.10 L &0t

COAytE—TI, BOVEHLENAEENINFLERZITMONSA A FERLRT 5. A vE—TF, BLEbEIIHT IRIEE
LY, AOEhESHENZEVWSEREHICTRET 5. HIZIE, CHIEDICOMSOP I SRZHEALT, MLWEHEERE
TH5E55

a EFUTFA4T—VURE

b. UPS 7L

c. UPSE1

d. BHAYRE2VABLEDhE
x

1. BUWEbhtIIHT IRIEE EFATARY FHABVEHERICEZSMNICEY, 1 DLLED Instances Transferred 4
vt —TFF=1d Instances Accessed A v E—DIZIRET A0 E LAEWL, LX) T EEOHRE B 7
It ZERMEVEDOEONEDCEENE, ThLOHEIMDEEAvE—2, HlZIE SecurityAlert A vt —
SHIZIEND ZENEFELLY,

2. EDICOMBLEDEI DA vE—DIckoTHALNSME LG, BMEF TPz FIDEATa—F, &
MEATZOz I FIDELUBNEDE T+ —ILFIE, ZO&L 54 DICOMBENEDLE LBRTHEZL >TLSH

L Lhily,
= A5.3.10-1. HLWVEHLED-HDEEA vE—D

EHRIUT 4T« T14—ILFE T avik BEDHIH

ARk EventID M EV (110112, DCM, " Query ")
EventActionCode M RODELY THIFNIEZE 5L E = Execute
EventDateTime M HESATULEWL
EventOutcomelndicator M HAESA TG
EventTypeCode U HESINTLAEL

ERGBME UserlD M HEShTULAEN

B L&D HT T O AternativeUseriD U HESATULEWL

2 M UserName U HESNTULAL
UserlsRequestor M HESATULEWL
RolelDCode M EV (110153, DCM, " Source Role ID ")
NetworkAccessPointTypeCode u HEINTULEL
NetworkAccessPointlD u HESATULEWL

ERGTSME UserlD M HE SN TR

B & D& IZH BT | AtternativeUserlD u HESATULEWL

370&x (1)
UserName U HAESA TG
UserlsRequestor M HESATULEWL
RolelDCode M EV (110152, DCM, " Destination Role ID ")
NetworkAccessPointTypeCode u HE SN TULVEL
NetworkAccessPointlD u HESATULELWL
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EHRIVT AT« J4—ILE£ AT ast EDFIH
ERESNE UserlD M FE STV
HOBELOSME, 45 AlternativeUserID U HESNTUVAL
IZE L& & EK|UserName U FEShTLVEL
L#z8=% (0.N) UserlsRequestor M HEINTULEL
RolelDCode U FE SN TV
NetworkAccessPointTypeCode u HEINTLVEWL
NetworkAccessPoint|D u HEINTLVEL
$MA TSy bk |ParticipantObjectTypeCode M ROEBYTHEIFNEGESEWLN: 2= AT A
BMLahbhaEht- SOP ParticipantObjectTypeCodeRole M ROEBYTHIFNEGEEEL : I=RESE
B EURBLEHE (1) |ParticipantObjectDataLifeCycle U EEINATLAEL
ParticipantObjectiDTypeCode M DT (110181, DCM, “SOP Class UID")
ParticipantObjectSensitivity U HE SN TULAL
ParticipantObjectID M ParticipantObjectIDTypeCode A% (110181, DCM, "
SOP Class UID") TH®Hd1&mE, D7+« —JL FIFREL
EHEINTLS SOP U S AN UID 2FREFLEITAIE
BT,
ParticipantObjectName u HE SN TULAL
ParticipantObjectQuery M ParticipantObjectlDTypeCode A% (110181, DCM, "
SOP Class UID") $33m&, D74 —JLKIE
DICOM iLv&htEDT—42t v &, xs:base64Binary
encoded #REF LB TNIELESHEL, 5 THITA
£, FhIFFERENEZTOFILDIT+—T Y FTD
BULEbhE THRITAIEAZ S,
ParticipantObjectDetail MC ParticipantObjectIDTypeCode A% (110181, DCM, " SOP
Class UID") D&, EXREh b,
XML B4 lTransferSyntaxl Z{#Z 1=
ParticipantObjectDetail R A FE L E (T L7 574
LY, BEREEXEHEOEIEEVEHE DEEEXD UID
TRIThIEZE 540, ERANEIL xs:base64Binary
encoding TR IH M7 570, Brk#E3C(d DICOM 5
EEXTHINIEE S0,
ParticipantObjectDescription U HESINTLVEL
SOPClass U RAL52-1 %58
Accession u HESA TGN
NumberOfinstances u HESINTULAEL
Instances U HESIA TN
Encrypted U REShTULGEL
Anonymized U HESINTLVEL

A53 M1 £tX1)FT4F75—+

CDAYtE—VIE, /R EDEDITEX IV TATI—MES, FIAR, EXaTEBEFYORLEHEILITHEED/ —FR
AEABRERET IDEDHIH LR DA N MMIDWTERT B,
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bz

J—FRIEADARY FIBEXRBOBAZHRET H-OICHERATES, RUIOHENRDLIBE, IXTOHEIESINT:
DICOM 7YY I—>3y, HLT 5089230 BLU HTML ERARIILT-/ — FREEICRET HITEVELDT,
CNEFFBIZELDEEAVvE—VEERTHINI LA, FEAEDIKRT, RRETABESNDLZEAEFEN

60

KRAS3M1. EX1UTAT753—rD-HDEEAVvE—

EHRIVT 4T« T14—ILF4£ TFoav EDHI#
AR+ EventID M EV (110113, DCM, " Security Alert ")
EventActionCode M RO EHY THRITNIER 570 E = Execute
EventDateTime M HEShTLEL
EventOutcomelndicator M BUEERLGT 57— MAGIZEKRT 5, O KKIEL, 7
J—rOEELEERT, EET L2 —FZ2EKT 5. B
HRBMFELIGEZNGERIE, BNBAN R TLEF2
DT 4 E2#ET 028N -2 LEFRT, EXEX
B, BB ANEHTHELLE LAGZLL, AhD, £F
AYTAVRTLANBRIZE S ShzhB LGN E
ERY .
EventTypeCode M DCID 403 “Security Alert Type Code”m > #E(Eh 1= {E,
ERLGSNE UserlD M RE SN TULVEL
BESBAE LU AlternativeUserlD U HESIATLEN
F=IETBA+EX (1..2) [UserName U RESHhTULAEL
UserlsRequestor M HE SN TULAL
RolelDCode u BREShTLAEL
NetworkAccessPointTypeCode u HESATLELL
NetworkAccessPointID U HE SN TULVAEL
ERGESNE UserlD M HEShTLGEL
55 A%+ 13 7 0 4| AternativeUserlD U HESh TGN
2 (0..N) UserName U BRESNTLEN
UserlsRequestor M FALSE Ti TN ILE 570
RolelDCode v HESINTLELL
NetworkAccessPointTypeCode u RE SN TULVEL
NetworkAccessPoint|D u HEINTULAL
$MA TSy bk |ParticipantObjectTypeCode M ROEBYTRHRITNIERSHRWN 2= RT A
75— 4 J o 1 4 | ParticipantObjectTypeCodeRole u EHRE
b (0.N) 5 = master file
13 = security resource
ParticipantObjectDataLifeCycle U HEINTLVEL
ParticipantObjectiDTypeCode M EEE
12 = URI(110182, DCM, "Node ID")= / — K ID
ParticipantObjectSensitivity U HFHEINTULAL
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EHAIVTAT 4 J1—ILF£ FTavk B %9

ParticipantObjectID M 12 (URI) @ ParticipantObjectlDTypeCode IZDLVT
X, TO#%, COEE 75— FOEETHEII7AIL
F=1EZn ) YV —R D URI THIFAIEE S L,

(110182, DCM, "Node ID") @

ParticipantObjectiDTypeCode [ZD WL\ TIX, #ND#%, f&
I, node_name@domain_name Dfz& L TS T7 5 —
b, FEEFIPZELRELTODTS—LOWLWTHHLD
FETHD/ —FOIDE#EFLRTRIELES AL,
Z5TRHRITNIE, EIE 75— FOEED
ParticipantObjectIDTypeCode IZ& > THEE Sz 4 A
D ID THIFNIEESEL,

ParticipantObjectName U HESIATLVEL

ParticipantObjectQuery U HEShTUWAEN

ParticipantObjectDetail M 75— MREE] EELVEN 141471 2B -EX
&, ELELTT7S—FOMEOBERETFR MEKTHE
ELBTAERE SR,

ParticipantObjectDescription v HESHhTLVRL

SOPClass U R AL52-1 %R

Accession U HESIATLVEL

NumberOfinstances U HESh TGN

Instances U HESIATLVEL

Encrypted U HE SN TULVRL

Anonymized u HE SN TULVAL

A.5.3.12 1 —H—E25F

COAYtE—DI, A—Y—BOTAFELEOTATERA AR FERRT S, COREIHAVEIILE=DHEDIZHDD
LTS5 ENTES, BMEBEA Tz FIIDA Vv E—VITREE SN,

E
31— —I[L:EE UserlsRequestor TRUE 2+ >TW%, LML, B 77 L84 3—0DHBE, /— Fl& UserlsRequestor
Thadhd LhiL,
& A53.121. 21— —BAD-HDEEAYE—D
EHAIVTAT4 TJ4—ILE£ rFoavik ED I
AR B+ EventlD M EV (110114, DCM, "User Authentication")
EventActionCode M RDEHY THIFNIEL S%LY : E = Execute
EventDateTime M HE SN TLVRL
EventOutcomelndicator M RE SN TULEL
EventTypeCode M E&E
EV (110122, DCM, "Login")
EV (110123, DCM, "Logout")
P15-2017c_j_20190801.docx - FRIE -
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EHRIVTF T4 TJ4—ILF£ r7Foavk ED Y
ERGESNE UserlD M HEShTLEN
&8 F 12 [Z B 3K & 1| AternativeUseriD U HESIATLEN
T:($ UserName v HESh TGN
UserlsRequestor M HESIATLEN
RolelDCode U HEShTLEGEL
NetworkAccessPointTypeCode M HESIATLEN
NetworkAccessPointlD M HESh TGN
ERGBME UserlD M HE SN TLVERL
Ee EE? ﬁ? 7 — F ¥ |AtternativeUserID U HEShTLEN
e AF 4L 0.1 UserName U HESIATLEN
UserlsRequestor M HESh TGN
RolelDCode u BESNTLEN
NetworkAccessPointTypeCode u RE SN TULVEL
NetworkAccessPointlD U HESIATLEN

A5313 F—&—La—F

CDAytE—UIERS, BED, 7O EAD, FEFEIBRPOA—F—DA RN MIDWTERRT S, COAvtE—I0E, B
1 ADREFICETIERESTHIL LIGL,

x

A—F—L 32— FIE—f&ICIEDICOM S R T LNWEHET B, f=F2L, DICOM 7 T r—2avidLiELIEF—4—La—

FERET S0,

BEEOJICZDESIBARNY FERFETDEIYA XU T AHICTEBRBFIFTEL LN,

KAL3M3MN. A—F—LI—FDEHOEESAvE—

EHRAI T4 T4 Z4—ILKE 7T ask fEDHI%
ARk EventID M EV (110109, DCM, "Order Record")
EventActionCode M FI| 2 E -
C = create
R =read
U = update
D = delete
EventDateTime M REIN T
EventOutcomelndicator M HE SN TULVEL
EventTypeCode U HESIATULAEL
a1—4— (1.2) UserlD M FT—AEZBETIANELFTOLRADIDAETOERAD
EELLMENTWDEEIE, MAELELEEDDIIDET
60
AlternateUser|D u RE SN TR
UserName u REIN T
UserlsRequestor u HFHEINTULAL
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EHRI VT LT TJ4—ILF4£ rToavik ED I
RolelDCode u FESHhTLVRL
NetworkAccessPointTypeCode u HESIATLVEL
NetworkAccessPointID v FHESHhTLVRL

2F (1) ParticipantObjectTypeCode M EV1 (AAN)
ParticipantObjectTypeCodeRole M EV1 (£B&)
ParticipantObjectDatal ifeCycle u HE SN TLVERL
ParticipantObjectIDTypeCode M EV2 (£2%ID)
ParticipantObjectSensitivity v HE SN TLVERL
ParticipantObjectID M £2EID
ParticipantObjectName U BEDLH
ParticipantObjectQuery U HEShTLEL
ParticipantObjectDetail U HEShTULAEN
ParticipantObjectDescription u CnUEREGL

A5314 EELa—F

CDAyE—UEFERH, BER, TR, FEEFHBRPOEELI—FOA AR MIDWTRERT 5,

x

DICOM 8 & UFEDICOM Y R F LOEANEET ZEBELI— FIZIZW 2 EENH S, DICOM 7 TYr—avlk
HoWBVATLNEETZEELI—FZLIELIEERET B0, BEEOJICEDEISBARY L ERETEIESIHA
FFxa) T4AHZTEBFTTH LD, BFEDDICOMSOP 4 VR A VAMNEE LLEVWEEZELI—FOF7I X%

FBREEEBRETHDICCOEEREARY FEERT S

ENTESD,

£ A53141. BELIOI—FDEHDOEEAvE—D

EHRAI T4 T4 Z4—ILKE 7 ast EDHIF
AR+ EventlD M EV (110110, DCM, "Patient Record")
EventActionCode M FI| 258 -
C = create
R =read
U = update
D = delete
EventDateTime M RESINTLVEL
EventOutcomelndicator M RESINTULEL
EventTypeCode U HEShTLEL
a—H%— (1.2) UserlD M FT—AEBRETHIANELRETOEAD IDEAHINERLMDIE
B, 2ODFERESMELNEENTEFNIEESHEL (N&
O XDWA),
AlternateUserID U HESATULVEL
P15-2017c_j_20190801.docx - FRAE -
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EHRIVTF T4 TJ4—ILF£ r7Foavk ED Y
UserName U FHESHhTLVERL
UserlsRequestor U HESIATLEN
RolelDCode v FE S TLVRL
NetworkAccessPointTypeCode u FRE SN TULVEL
NetworkAccessPointlD U HEShTLEGEL

£2F5 (1) ParticipantObjectTypeCode M EV1 (AAN)
ParticipantObjectTypeCodeRole M EV1 (£B&)
ParticipantObjectDataL ifeCycle u HE SN TULVERL
ParticipantObjectIDTypeCode M EV2 (2% ID)
ParticipantObjectSensitivity u HE SN TLVERL
ParticipantObjectID M £EID
ParticipantObjectName U BEDLH
ParticipantObjectQuery U HEShTLGEL
ParticipantObjectDetail U HESIATLEN
ParticipantObjectDescription U ChUERERGL

A53.15 FgElLa—F

COAYE—DEMERER, TOERR, BEHR, FTIOEARELREBRFOFHRELI— DAY MIDWTERRT 5, ZD A
vt—TI, BI21 AOBEICEHT HERESTH D LA,

bz

1. DICOM7 7Y —2avIE MPPS BEFHETLIXLEFHKELI— F2EET D, EFVT4+T—V YR LOBWE

HEA AL MIEWEDEARY Ay E—DIZTRBREN D,

2. R—DZABENEROF—F—BELRICRTEINDEGEEIHD. TOLSIHEHZOBBREMETHL-HRET
ABMEBEBIT4—ILEFEEE2EAvE—CRNBYRINBZZEELH D,

& A53.151. FHRELI—FD-ODOEEAVvE—D

EHRIVT T4 TJ4—IL K rToavtk EDHIH
AR+ EventID M EV (110111, DCM, "Procedure Record")
EventActionCode C FIZ1E -
C = create
R =read
U = update
D = delete
EventDateTime M HESATULVEL
EventOutcomelndicator HESINTLEL
EventTypeCode v HE SN TLVARL
P15-2017c_j_20190801.docx - FRE -
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EHRI VT LT TJ4—ILF4£ rToavik ED I
1—H— (1.2) UserlD M F— R EBET BAELETOERD ID TmHHELHD
BE, 2DODERLGSMENEENLETNIEE S
(NETRERDEHA).

AlternateUserlD U HESIATULAEL
UserName U HESIATLVEL
UserlsRequestor U HEShTLEL
RolelDCode u HESIATLVEL
NetworkAccessPointTypeCode u RE SN TULEL
NetworkAccessPointID u HEShTUWEN

24254 (0.N) ParticipantObjectTypeCode M EV2 (VAT L)
ParticipantObjectTypeCodeRole M EV3 (HREE)
ParticipantObjectDataLifeCycle u FHESHhTLVRL
ParticipantObjectIDTypeCode M EV (110180, DCM, "Study Instance UID")
ParticipantObjectSensitivity U HE SN TLARL
ParticipantObjectID M AATF44RE A UID
ParticipantObjectName U HEShTUWEN
ParticipantObjectQuery U HE SN TULAL
ParticipantObjectDetail u U EREGL
ParticipantObjectDescription u ChUERELZL
SOPClass MC CNUEHRERL
Accession u CHUEREGDL
NumberOfinstances u U EREGL
Instances u CHUEREGTL
Encrypted u ChEERELGL
Anonymized u ChUERELL

£2E (1) ParticipantObjectTypeCode M EV1 (EN)
ParticipantObjectTypeCodeRole M EV1 (B&)
ParticipantObjectDataLifeCycle u HE SN TLARL
ParticipantObjectlDTypeCode M EV2 (&% D)
ParticipantObjectSensitivity U HE SN TLARL
ParticipantObject|D M BEID
ParticipantObjectName U BEDLH
ParticipantObjectQuery U HE SN TULVALL
ParticipantObjectDetail v FESHhTLVRL
ParticipantObjectDescription u ChUERELZL

A6 EEIHAVE—OFETOT74)L—SYSLOG-TLS

COTRT7AIIE, EEMMA Vv E—CDREEEET 5, Syslog (RFC5425) DfzHD b5 v RKR— rEEF2 T+ (TLS)

FSURR—+ERIE, EETED LS RR—T,

Ny 7Yy, BiE,

FEE BABLUESILIzON A H =X LEZRET

%, RFC5424 1%, SN B TLSIE, TLSON—2 3212 T MgthiEa Skl &dRs, ZODICOM 70774 LD
IZI%, TLS MEASH MRFhERESHE N, FNA—2a v 12 FEIEEFAURN T#EESh 5],
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bz
MEFNEEGELGEN BEU MRS D) VWS EER, REBRFROOHD IETF HHFEICHK > TERASN TS,

OTOTFAINADBEEEERTHEALEREY, BERIIHAvE—2T4+4—7y TOT7AIILICEE LB ITAIEE S,
XML EEEEEH A v £ — DR, BEBIEMA v Et—L 04—y FTOT7AIIZEEENET+4—< vy FEFERALTIThME
BE, ThiE, RFCH425[CEZIN TS TLS A H=XAIZEHT B syslog #ERA L T, IERAS > MIEESABITNIEE LA
W COTAOTF7ANIEETDVRTLALI, e 32768 79Ty DA YE—CH A4 XEHHR—FLEITAIEZS AL,

bz

1. tOBEHDIHDEETAYE—U 3R L syslog ERTERESINDIDE LGN, CNEDA Vv E—DIXEEREHA v
=T+ —7y MMIHEELELME LKLY,

2. RFC5425(%, 2KB A vt —CDWAERYR—LEBEL, P EE 8KBDYR— @ HREL, RRYAM X%
HIR L7,

3. REAvE—UNRRETITII—avHR—rEURWNEE, AV E—CEBERESLIMIEDOONSEAE LNIE
W, ZE7FTUS—T avizBaEShnizly,

XML BSESE8H A W — 14, RFC5424 [Syslog 70 kL) ISHEDESY, Syslog * vE— D SYSLOG-MSG XD MSG
EBIZEASNETNEESHEL, XMLEEA vy E—ICIEUTF-8 THEEEN A Za—FXENEENTHE &KLY,

x

UTF-8 (&, syslog 7O FaLIZk > TRE SN B FIHXFORAEEITSE, LML, PRTLIZUTF-8DHICEfESh
TWEWE, ThoDAyE—CFERITRIRITELRLLE LA,

PRI 74 —J)LFDREF, 10 DXRFEEZFEAL TITHOABITREES LN (EFa T4/ BAAvE—D), FEAEDAYE
—JII5DELSEEFLO>TVWARIENEF LW (EETHEINEER), L2EELFNAEEA v -, & YEMRALFERIC
BYIREBE, 7IV5—2a VIdDEEZESHLE LALL, COEKIE FEAEDERTAyE—CDE®H, PRI 710 —IL I
it 1<85>] #&8LEVNSETHD,

SYSLOG-MSG M HEADER 1 MSGID 7 4 —JL FIFEZRE SN T 5420, fE TDICOM+RFC3881) (X, O FRA774 )L
ICEATEAvE—CICERESATH LU,

SYSLOG-MSG @ MSG 7 4 —JL FIFFE LB ITNIEE 57, £ DICOMBEE A v — VX F—TITH S XMLEBETH AT
oW (223 A1 5258),

syslog A v £—T1, RFC5424 TR B & S TS K URIE S NG ITAIEAE S 4L,
COEF21YTATATF7ANADEEEERT HEALEED, TOBFAGHEEEICRELZRBE LG TAIEESAL
a. RFC5424 £ & U RFC5425 [ZBET 2 IEEDHEAM/S A —4,

b. #EREhLZNMLEESH S H 5P SH STRUCTURED-DATA,

c. BEEAYE—CD-OOREEDORERF—TFEEFAVvE—VEHRNE.

d. EZENEELAVE—DORAYI X,

A7 EEIMAvE—TUFEETDOT 74)L—SYSLOG-UDP

COTOT7AIE, BRI A VE—CDEIEETEET S, Syslog * vt—% UDP (RFC5426) ETHEET R E, BEEAY
T—CORAEE S VAR—FDADZXLERMT D, ThILSEHRE [BSDsyslog A baJL (RFC3164) | DIZE#LShi=
BBETHY, RFCI164 (SRR EFRTLLFERAEIND,

syslog R— FBSFIHEEAETHY, K—+ES (514) KOHRETH S,

AL UDP S VU RAR— KK, MTUH A X5 UDPAYS—REIYRWA v E—CFFELESTELL., ZOFE, &V
Rlysyslog * vE—DREIEOONEZNE LALL, ThADDAvE—UNTEOONEEE, HREELTELS XMLIZELL
BLuhd LW, gIEdont=AvE—CE PO X1 ) T4 LOBENH D101, syslog * vt—TIX TLS ETEIET
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BIEMFENDIMDL LGN (V232 A6 ESH),

PRI 74 —JL FOFREIF, 10 DRFEZEAL TITHLALGTNELGESHEN (EFXFa T4/ BAAvE—D), FEAEDAYE
—C5DEHELEEELOTVAIENEELL (EETHOINEEL), 3oL, TNHEEAVE—DFRD, K YFHMLE
ISEYIRISE, 7TV r—avid4 (BEEH) OEZESHL LALGL, COEKRE, FREALEDEEAYE—CDRH, PRI
T4 —ILFIIE T<85>] 2BLELEVS 2 ETHD, BERFERL, A>THKDPRHETARTIEIHNT HEHBATERITNIE
BN,

SYSLOG-MSG M HEADER 1) MSGID 7 4 —JL KIZBRE Sz lThiEA 5420y, i TDICOM+RFC3881) I&, cO7O7 74
IZEAT S AvE—CICEREIATE LWL,

SYSLOG-MSG @ MSG 7 4 —JL FIFHFHE LG FNIFE 54, £ DICOMERA vE—PXF—TITHES XMLEBETHITAE
BV (9 2arv A1 &5H),

syslog A vt—T0E, RFC5424 [THER B K S IR B L PEE SNBFNIEGE S L,
COEFXaAYTATATFALANDBEEEERTHEALEEL, TOBEEHEEEICRELEB LA TAIFE S
a. RFC5424 & U RFC5426 IZBHET 2 EEDBR/NT A —4,

b. ERmEhZMLEIhDH 5K S STRUCTURED-DATA,

c. BEEAVE—VOLOHOEEDERERF—TFEEA vE—TEFRNE.

d. ZEZENAREAVE—SORRYAS X,

P15-2017c_j_20190801.docx - FR4& -
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B ttXa7bcSURR—baRoo307ATrA
)L (FRF&)

B1 EAXTLStEXa7cSURR—baRo 37Oz 74)L

ERKTLISEXaT7 rSURR—raRro 230077400 EYR— T BRERF, FSURR—FEBEF21UToR1.07TA+
OVZEH>THREB SN EZITL—LT—Y LIFEA D XLEFRET S, XB.1-11%, TLSHORGT IHENCHI VT T 112
HiR— hENDEE, HR— FENBFREELHENAHDZXLEFEET D, COTOT7AILIE TLSD#EE (ToT4 T4
i, BESit, TEEMRE) ZIRTYR— LT BILEEREICERLAL, HLTLS FY¥ RLDHRIPITHRFICL >TRIZESAN
X, DA H=ZXLEFERSATHELL,

& B.1-1. TLS BEED-HDR/NA D= Ls

YHR— 9 % TLS #aE BINAHZX L
IVT 4T «58&E Entity Authentication RSA based certificates
TRAL—Y Ly FOXHE Exchange of Master Secrets RSA
T—4 5224 Data Integrity SHA
75 4 /3% Privacy Triple DES EDE, CBC

EEAN TLS #HREeRET S IPHR—F, FLEIOR—FESNBRELIIERENDIANZXARF, BERHESETHEESN
BEINEESHEN, COR—ME, 04 TS UVRAR— bR 3y (EFaT7FELEEF2TTHEY) OLHIZERAEN
foR— b EREL D,

b

ERXTLSEFa7 bSYRR—baARI230TAT7ALNESR— T EVRATLALIEL BODR—FELTTLS £D
DICOM L4670 Fa iD= D& iFHFR— FFES 2762 dicom-tls] (10#) ZEATILZHRHEESINS,

SHICHEEMESIE, N EEEOOITRENYR— T EAN=XLERT,

TOT7ANE, TLSEFaT7 S VRR—bIARI L aVERULT SHE FE, RETYT 1T« REOMICKBEINIE
BEOMIAENEERZHELELAL. ChODOREER, RAIoMrDBRETHEESA X1 T4 ARIENR - TVWAILERAI VT«
TAIZEEND, AHERMEEODIE, AI VT A TAICE>TEBEATHR—FMEATES, FLEVOHDOAET I

AEEERBICEWN T IR EHRT 5-OICERTES. " BRAIVTATANEFaT7 S UVAR—baRI Va3 V&
LGS, LNET7 VI I—2avET0EXaTEEREFERATES,

pe3
PDUH 4 X & TLS BT A4 XEDREIZHEEALHY, ChIXFSURAKR— FOMRIZEEST S, FINDRKRTLSE
$FRY A X, FESNBERAPDUY A X KYPELY,

TEMBRENRRT 5156, EEFAOHRMREERATLMEEN A-P-ABORT HEREHITT 5 L EEAS L URERMDEAIZE
CEET, BRETLS TR baLick o THEIEN D, ERISNIHEEERL, BEHEENOHTXELSND,

F

EEMRELKIE, BEROEXLYTAABRICELSSNECENHDIEETT,
B2 ISCLEXa7 S VARR—braxsarr7aozrqAIL
ISCL kS Y RKR—baRo a3 TAIT7AILESR— T EREL, HetFa17EER (V1.00) IT&k-THEShZTL—
LAT—9BLUREADZXLEZFAT S AT VT4 T41% BB21DPTHEESNEANZALEREIRT B51-0OIZISCL &

FERAT S, BRAT VT4 T4 |JDNELT, ToTATAREAADXLBLUVT—2ZELUBRELZFERAT L. BRATIVT4 T
A FEEBIRTTISANSANZALEZFERAT DI ENDH D,
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PS3.15-2017c DICOM PS3.152017c- ¥ a U T4 BL VLR TLEETO I 74 R=D74

% B.2-1. ISCLEEDT=DDR/NA D =X L

H7R— b9 % ISCL #8E BINAHDZX L
I 2T 4T« 5EE Entity Authentication Three pass (four-way) authentication(ISO/IEC 9798-2)
T—4 524 Data Integrity Either MD-5 encrypted with DES,or DES-MAC (I1SO 8730)
754 /3% Privacy DES (GX&ZH)

pe3
FUSA VEFREIZHLTTISANID=HD DES DERIFIEERIRTH S,

T—HDEEMREICOVNT, REIX, MD-5ZEBAT HRICEHBEESILT 5, FLEMDSEOHAERSILT S LA H S,
ZOIEFIETO FILOFTEESNS, ZEAFIEFIZHIMOLTAvE—C LTREMRELZETTE S,

REMNISCLEHREZETDIPR—F, FEEIOR—FBEMNBERIWIMMEREINZ A DXL, BEEESOFTIEES
n3d, COR—FE HBOEALTESURR—baRI a3y (EFXFa7FEEFEF2T7THEYN) OEHIZERIAER—FEE
Bixb,

b

ISCL EFa7 bSVARR—braRo 23 0TAT7ANEYR— LT BVRTALIK, FRHDR—FELT ISCL LD
DICOM LGB 7O Fal D= DEEFFR— +BES 2761 dicom-iscl] ZFEAT DL ZHHREIND,

SSHICEEMESIE, MhEEEDE-OIZEENYR— T EI3AHD=XLEFRT,
TOTJ7AI)LIE, ISCLEF 27 FSURR—FIRI D3 VERITIAEFATLTLAEL, ChoDREE, AOHIDIRIGTIEE
ENFtF2YTFABHICERRSTVBERETI LT A T4 I12EEND, —BBBAIVTA T4 EF2T RS URK— Faks
OIVERILESES, LHRT7YIV I3V EOEX AT REEREFERTES,

F

S URKE— FOMEICEEEE % PDU YA X & ISCLEEY A XORICHEABEASH L ENb 5D,
EEMRENKKT B188, EEBEORBEEHRTLLE~ AP-ABORT I8 RERTT 5 & 22 ERS L USERAORS I
SEET, BEEISCL TR ROk oTHM SN D, BRISAZHMAEERE, BANHTSOPTIXELESNSD,

b3

TEERELRE, BEROEXL)TALBRICELEIh-CENHBZELEETRT,
B3 AESOTLSEXa7 S URR—FEHEITOT 7ML
AESD TLS X a7 FSVARIR—FEHRTOT7 AL EYR— T BEEEF, FSURR—FBEXFIYTF4/N—23210 7
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(PS3.10 #88) O—ETHY, ThIFx 7 7 1 ILHER It (De-identifier) DEIREEFETHIFMEES LB EERIC, 5
ICBHENEH5THD, £V arENEBE,

E.3.10 RFREEALX T3>

EEICEST, T34 R—FRBHEIBEFEREZELH, ZLDEETOREARUI—IZOAMENTNT, AITFEXEBLILE
LY,

L LEAL, WKDI2DDTSAR—FEHRIEX, FEINET7TVS5—2avVIThEB i LGN, FIZIE HEOHEMIER 5
ZIE, CTOANYAIWRNRVEYFELLIFES BIVEZEHE, F-IEPETSUVD Y RT—ILIR#IE, TSAA— FEEIZOAFIA
mAEEMD LA, BEELZD L S WERIIMEBHICER SN TULAELD, FHIFRELEBHNEE S NT-%IC DICOM HRIKIZ
EBHEINE=NETHS,

COA TS a7 TUr—o a3V L RUEEETOI 74 ILICENENTEEINSES, BURENIORLTHDIEELL
(De-identifien)IC&k > THM LN TS T4 R— FEHEIE, RESKBTIAERESHEN, —#IZ, REShETSAMX—FrEHEER
BIIEETDEIBRINSZTSAR—MEEBEID L, RESABTAELZLSLEN, MOTRTO TS R— rEHFHIBREN S
N TSIAR— T2 EZRFEHME S —4 2 X(0008,0300) HICHEHET 25EEIEFEIL TV 2 3 (0008,0307)M\HET 2 EXRNEH
DAETRESIALZITAELE S (PS3.3 €93 C12.1 %5MH),

BHEARETHLIEHMONTVEINENMILTICE > THETL TEL :
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s TRy IEERRAT—4 X(0008,0303) IZHWNT, ISAFE] L EHBICTIAR—T—E2EROTOYIIZHEE, FiIF3E
¥ETSM4 R— FEH(gggg,0004)IZERIZYUR RTYyTEINTWS (T4 R—rTFT—2EREHME—4 > X(0008,0300)R;
PS33t4< 3> C12.1%2388)

¢« RE310-1 REG T T4 ~N— MFEICHFE

- BEMESEICTXELL

* TOMDFER,

COFTa v EESNAEWNMES, T34 R— BRI RTHREIALZTIAELSE, REA1ICHRREEBEYTH D,
bz

1. RETHDILEBONETSAR—FEBEDOY U TILYRFEUTITRT, AUF—&, ChohRETHDERIEL
B, FEIALERIDY I Iz T7NR—23y (FROERIEAT) OHFRTEDHEREILAEL,

K E3.10-1. R2L TS R—EHK

T—REXR TS54 _R—rERE VR VM Bk

(7053,xx00)  |Philips PET Private Group DS 1 SUV ®&#— RESNEZEY ILEIZUR
T—IERZERLC D, COREH SUVbw
12753, HfilLgl THD

(7053,xx09)  |Philips PET Private Group DS 1 MEtRERERH — RESN-EY EILE
ICYRT—IVEHZEEL D, COREN
MBa/ml (27 5,

(0O0E1,xx21) |ELSCINT1 DS DLP

(01E1,xx26) |ELSCINT1 CS T7VhLBA4T

(01E1,xx50) |ELSCINT1 DS e

(01F1,xx01) |ELSCINT1 (OF] IRgEs 47

(01F1,xx07) |ELSCINT1 DS T—TILEE

(01F1,xx26) |ELSCINT1 DS EwvF

(01F1,xx27) |ELSCINT1 DS BN

(0019,xx23) |GEMS_ACQU_01 DS 5 — 7 LR E[mm/EE]

(0019,xx24) |GEMS_ACQU_01 DS FRIFv R A L[F]

(0019,xx27) |GEMS_ACQU_01 DS BEEE (H> Y —FED)

Al alalalalalalalalalalalalalalalalalalala

(0019,xx9E) |GEMS_ACQU_01 LO WERI LR —Hr VR B
(0043,xx27) |GEMS_PARM_01 SH Manni1) BRXORFv 2By Fit
(0045,xx01) |GEMS_HELIOS_01 ss BHERDT Y OFIOHK
(0045,xx02) |GEMS_HELIOS_01 FL ISOt >4 —nD<I % ODIE
(0903,xx10)  |GEIIS PACS us EER TS Y
(0903,xx11) |GEIIS PACS us EEHRTISY
(0903,xx12)  |GEIIS PACS us wEI54

(2001,xx03) | Philips Imaging DD 001 FL yhEH B R

(2001,xx04) | Philips Imaging DD 001 cs YhER

(0019,xx0C) |SIEMENS MR HEADER IS B f&

(0019,xx0D) |SIEMENS MR HEADER cs yhER IR
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T—HEXR T54 R— hERE VR VM 2R

(0019,xx0E) |SIEMENS MR HEADER FD 3 LB BE AR

(0019,xx27) |SIEMENS MR HEADER FD 6 BYhrUvys R

(0043,xx39) |GEMS_PARM_01 IS 4 BED*1 DO fE

(0043,xx6F) |GEMS_PARM_01 DS 3-4 A¥xvF—T—TLIVrY +EIRSHh
ARSI 1L

(0025,xx07) |GEMS_SERS_01 SL 1 & L= Eg

(7E01,xx01)  |HOLOGIC, Inc. LO 1 A—FTYIDN—Tay

(7E01,xx02) |HOLOGIC, Inc. SH 1 A—TVIORELAT

(7E01,xx10) |HOLOGIC, Inc. sSQ 1 EBREEDT 21— VR

(7E01,xx11)  |HOLOGIC, Inc. SQ 1 BREGEOT—2—7 VR

(7E01,xx12)  |HOLOGIC, Inc. OB 1 I—TYIOANRE

(0099,xx01)  NQHeader ul 1 N—o3>

(0099,xx02) |NQHeader ul 1 ALz —XUID

(0099,xx04) |NQHeader SS 1 Jya—>a—F

(0099,xx05) |NQHeader LT 1 JEa—=AyE—

(0099,xx10) |NQHeader FL 1 MI

(0099,xx20) |NQHeader SH 1 azvy bk

(0099,xx21)  |NQHeader FL 1 ICV

(0199,xx01)  |NQLeft FL 1 ERETHE

(0199,xx02)  |NQLeft FL 1 EREIRAE

(0199,xx03)  |NQLeft FL 1 EE IME

(0199,xx04)  |NQLeft FL 1 EEARNE

(0199,xx05)  |NQLeft FL 1 EESHE

(0199,xx06)  |NQLeft FL 1 ERIRE

(0199,xx07)  |NQLeft FL 1 =T IR=E

(0199,xx08)  |NQLeft FL 1 £ CSF

(0199,xx09)  |NQLeft FL 1 EIMNNBE

(0199,xx0a) |NQLeft FL 1 EIMNRIREE

(0199,xx0b)  |NQLeft FL 1 EBE

(0199,xx0c) |NQLeft FL 1 ERkE

(0199,xx0d)  |NQLeft FL 1 EHRK

(0199,xx0e)  |NQLeft FL 1 EERK

(0199,xx0f)  |NQLeft FL 1 R

(0199,xx10)  |NQLeft FL 1 ERAEBK

(0199,xx11)  |NQLeft FL 1 Z R R Rl

(0199,xx12)  |NQLeft FL 1 ERI% %

(0199,xx13)  |NQLeft FL 1 g

(0199,xx14)  |NQLeft FL 1 Z5MAl CSF

(0199,xx15)  |NQLeft FL 1 EWMT

(0199,xx16)  |NQLeft FL 1 EZ D

(0299,xx01)  |NQRight FL 1 ARETAHE

(0299,xx02) |NQRight FL 1 HRERBE
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(0299,xx03)  |NQRight FL 1 5 3NE

(0299,xx04)  |NQRight FL 1 BE 4RE

(0299,xx05)  |NQRight FL 1 BE 5=

(0299,xx06)  |NQRight FL 1 akE

(0299,xx07)  |NQRight FL 1 AT HIRE

(0299,xx08)  |NQRight FL 1 AT CSF

(0299,xx09)  |NQRight FL 1 AhEBE

(0299,xx0a)  |NQRight FL 1 B/RR B E

(0299,xx0b)  |NQRight FL 1 E5E5E

(0299,xx0c)  |NQRight FL 1 aRkA

(0299,xx0d)  |NQRight FL 1 BHEK

(0299,xx0e)  |NQRight FL 1 aERK

(0299,xx0f)  |NQRight FL 1 A

(0299,xx10)  |NQRight FL 1 ARER

(0299,xx11)  |NQRight FL 1 1 R 1R RS AR

(0299,xx12)  |NQRight FL 1 Rl

(0299,xx13)  |NQRight FL 1 Alkigt

(0299,xx14)  |NQRight FL 1 A 5MEl CSF

(0299,xx15)  |NQRight FL 1 HEWMTF

(0299,xx16)  |NQRight FL 1 EZ DOt

(2005,xx0D)  |Philips MR Imaging DD 001 FL 1 A=A i — 7+

(2005,xx0E)  |Philips MR Imaging DD 001 FL 1 Ry—LrO—7F

(0119,xx00)  |SIEMENS Ultrasound SC2000 LO 1 BEASBHEN—Da Y

(0119,xx01)  |SIEMENS Ultrasound SC2000 OB 1 HBEDEE A FER

(0119,xx02)  |SIEMENS Ultrasound SC2000 sQ 1 TLFRRY—L—F VR

(0119,xx03)  |SIEMENS Ultrasound SC2000 sQ 1 BFET—AU—FUR

(0119,xx04)  |SIEMENS Ultrasound SC2000 OB 1 FSUHY L a T EOTEEEER

(0119,xx05)  |SIEMENS Ultrasound SC2000 uL 1 EET A4 TEY

(0119,xx06) | SIEMENS Ultrasound SC2000 uL 1 EET4E

(0119,xx07) | SIEMENS Ultrasound SC2000 uL 1 TvBR—FTEvYk

(0119,xx08)  |SIEMENS Ultrasound SC2000 uL 1 Tva—f

(0119,xx09)  |SIEMENS Ultrasound SC2000 Ss 1 EEZ N —LES

(0119,xx10)  |SIEMENS Ultrasound SC2000 SH 1 EEBR N —LBAT

(0119,xx11) | SIEMENS Ultrasound SC2000 1 RAT—U 84 7 —BE

(0119,xx12)  |SIEMENS Ultrasound SC2000 1 R by T+ FEEE

(0119,xx13)  |SIEMENS Ultrasound SC2000 IS 1 B

(0119,xx21) | SIEMENS Ultrasound SC2000 SH 1

(0129,xx00) | SIEMENS Ultrasound SC2000 sSQ 1 MPREa1—Y—4# V2R

(0129,xx02) | SIEMENS Ultrasound SC2000 ul 1 Jy4s<—% UD
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T—HEXR T54 R— hERE VR VM B
(0129,xx03)  [SIEMENS Ultrasound SC2000 1 TEOEANY ML
(0129,xx04)  [SIEMENS Ultrasound SC2000 1 TRT kL
(0129,xx05)  [SIEMENS Ultrasound SC2000 1 AR kL
(0129,xx06) [SIEMENS Ultrasound SC2000 SQ 1 ARiE—4r R
(0129,xx07)  |SIEMENS Ultrasound SC2000 ul 1 Jv4y<—%4 UD
(0129,xx08) | SIEMENS Ultrasound SC2000 0B 1 AR IER
(0129,xx09) |SIEMENS Ultrasound SC2000 SQ 1 FIVr— a3 URES—S VR
(0129,xx10) | SIEMENS Ultrasound SC2000 OB 1 T T r— 3 UREETER
(0129,xx11)  |SIEMENS Ultrasound SC2000 SQ 1 BBEIN:TVvITX—U I —4HUR
(0129,xx12)  |SIEMENS Ultrasound SC2000 ul 1 SBEIn=Tvoy<I—- UD
(0129,xx20) [SIEMENS Ultrasound SC2000 SQ 1 DHRINTGA—ADI—H R
(0129,xx21)  |SIEMENS Ultrasound SC2000 OB 1 DRINTGA—ADRAF—T
(0129,xx22)  |SIEMENS Ultrasound SC2000 OB 1 DRNTA—4L{E
(0129,xx29) |SIEMENS Ultrasound SC2000 OB 1
(0129,xx30) |SIEMENS Ultrasound SC2000 (O] 1 EF—3A4ATozHo 347
(0139,xx01)  |SIEMENS Ultrasound SC2000 SL 1 T4 FF ¥ TF¥—ROI
(0149,xx01)  [SIEMENS Ultrasound SC2000 FD 1-n BROIRA > bDARY ~JL
(0149,xx02)  [SIEMENS Ultrasound SC2000 FD 1-n AbYYTRRN)—LORB/ETEA
LRAVT

(0149,xx03) |SIEMENS Ultrasound SC2000 FD 1-n AHEREDEA LRI VT
(7FD1,xx01) | SIEMENS Ultrasound SC2000 OB 1 BEEBRBLUVITIVvE—T—4
(7FD1,xx09) |SIEMENS Ultrasound SC2000 ul 1 2/\—>32ID
(7FD1,xx10) |SIEMENS Ultrasound SC2000 OB 1 ENOR/(O—FK
(7FD1,xx11)  |SIEMENS Ultrasound SC2000 OB 1 R4 O—F#
(7FD1,xx01) |SIEMENS SYNGO ULTRA- OB 1 INTA4VT

SOUND TOYON DATA

STREAMING
(7FD1,xx09) |SIEMENS SYNGO ULTRA- ul 1 N—o321D

SOUND TOYON DATA

STREAMING
(7FD1,xx10) |SIEMENS SYNGO ULTRA- OB 1 ENOR/(AO—FK

SOUND TOYON DATA

STREAMING
(7FD1,xx11)  |SIEMENS SYNGO ULTRA- OB 1 R4 O—F#

SOUND TOYON DATA

STREAMING

2. TSAR—|IEUHERLIZEET S 1 207 TO0—FI& VRABETRMIZCHEILEhED, T—2HENCBRITH
556 (BIAE, AREN1- DICOM BEUEEEFLEILUFICEBLEA VA2V ANLEEL, #HLWHETRNY
VRAVRAVADZITRONIzEEROCBRELTT—AHEENRTSHILICLY), HEOEHELETEECEN
FRETDHETHD, BIAIE REFETDHDIXUS, SS, UL, SS, FLBEUFD ZHAELEUIZISBLU DS XF
JMETH > THAMLEREOHEL TEELEDTHD, RETETSHI LIE, HOXFIERRE, 45— RE
THDELEDHEELERNEVVKRETIETRLRETHS ; 35 (CS) FHshE LnEL, OBERIRTH/NILIDZ
BADT—RIEHICAFRETHY, BEI+—T Y AV T —2KE 2 EEFHEFTFAMELLIEF XML BXTL
XLIEEH, ThEXBEORIBLTOBINEREZED.

RESNDIRELTSAA— FERRFBEAHETEICBRRSNGTNIEL 5L,

P15-2017c_j_20190801.docx - FR4% -



PS3.15-2017c DICOMPS3.152017c- ¥ a U T4 BLULRTLEETO I 7ML R=T 114

P15-2017c_j_20190801.docx - FR4& -



PS3.15-2017¢ DICOM PS3.152017c- ¥ a2 T4 BL UL R TLEETO I 74/ R=2 115

F 2y cJ—9 7 RKLREETOT74JL
F1 EAXRXY R IJ—9F7RLREBITOI74)L

ERXLY FIT—SF7 FLRAEETOT 74/ ILIE, DHCP ZFIAL IP RS A— 2 2 HHBO-HOICERICELTTEEI I H—EX
#IRMT S5, DHCP H—/\[ZHMICIP 7 FLRAZE Y THRANZHIT AL SICFETERIN S RAIIEHI S TITLSHF
BE#EE N LWL, IP7ZRLAOTOvIDEHETHrE LRGN, ZOTOVTIIHEHEARY FT—YIZEHRINhDEES
AFIVIICEETOND, DHCPYSA 7V MMEIFDIPT7 FLREBBZIENTE, HALEETE/54A—4, HlzIE, NTP
H—/\T KL R % DHCP H—/\H SIR E£BIADRIZE S, DHCP H—/\[E, #4F I v 2(ZDNSH—/N\%ZIP7 KL X & DNS 7R
A LB EBDFHFLVEREAVTEHT 5,

DNS 42547 k& DNSHRMEEDNSH—NIZHEZBZEIZEYES—DDRRMDEHIZIPESEET, IPEEEZLR
IRUVATRZITMAIENTES, CORSUFIYaviE OTOT74ILDOHRT, FEEEERRY FI—2TF7 FLREE O
T7ANVICEE LEVWREDRTHERASINTEH &L,

BEARXRY FI—OF7 RFLREBTIO T 7 IUDETIEESINDIE, 7V 4% DHCP H—/%, DHCP ¥ 547> b, DNSH—NE LV
DNSOUSA 72U bTHD, WEHIUVA T avD S s oavid, UTOREESI 3 DhTHRRS,

FZF11. EXRY FI—9F7RFLREEITO774)L

T4 FSo¥Hay AT avit oay
DHCP H#—/\ DHCP 4 —/\%t&mk 3 5 M F.1.2
DHCP 4—/\&#RDITTHEMAT 5 M F1.3
J—REHEFTD M F.1.4
RR NEERRT D M F.1.1
DDNS 1%/ o} F.1.5
DHCP Y 547> b+ DHCP H4—/N\ZR D+ TERT S M F.1.3
)—REHFTD M F.1.4
DNS H—/\ DDNS %88 (0] F.1.5
RR MR ERRT S M F.1.1
DNS Y5472+ KRR FRZERERT D M F.1.1

F1.1 KRR MRZHERTD

F1.1.1 ER&EH

DNS Y 547> k& DNSHKR FEZEDNSH—NEZT, PESELARVATRITMS I LICEK>THRR MDEOHIZIPE
BERDHIENTED,

F1.1.2 1—XRH5—X/1BE|

DNS
7747/#

gy a
)

BF.11. "R MR ZRRT D

DNS #—/3
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TYUA DNS 7 547>k

®E IP7RLRAZSHEELEL, DNSTHRR MEEH2TULVD,

TIR DNS H#—/\

®E - DNS KRR 2252 5B, BHEDIPT7 FLRAERET S,

F11.3 SEShHiEse

DNS 7O haD I 72 ) —DEHDEEB LV ENLDOBERFEE, BIIF1-2I27F, r32o¥02ay, rSo¥0 a3 BB
EDHEMIT, BBENDZRFCORNIZEENTNS,

HFEDNS 70 b xE
RFC-1053
RFC-2181
%

HFa)T4RR DNSSEC 7@ kajL Fe¥xaUT 21X
RFC-2538 RFC-2535 SSH-DNS
RFC-2931 RFC-3007

DSIG EFC-3008
RFC-3090
SIZE

OKBIT

ADBIT

OPTIN

PARSIG

PARKY

LIMIT

DS Alg. Impl N =i/ — b+
RFC-2536 RFC-2845 CAIRN
RFC-2537 RFC-2930 ROLLOVER
RFC-2539 RENEW RESROLLOCER

GSS-TSIG
RFC-3100
ECC

DH

F.1-2. DNS SHBiZ#

F1.14 DNSt*xa1lT1EE (%)

XU T OBREE, 108 —FY bITUDZT ) U TRRIREARE(IETF: Internet Engineering Task Force)ds & U Z D#k & 7
T—F G N—TIZEYBBHICEHRE SN DDH D, TOEF1 T BERFCHBLIVEERIRFI2[2BESNE, Chod
SHEDNLOMETERL TS, thDILDIEFELEEDERICHD, BERARY FD—0F7 FLRABETOT 74/ ILIEL DNSY 54
TUMZEBDNS X2 TAHROXIBAOHEEERSZEESATLEL,

BRI bI—UF7 FLREBTOT7ALNE £F1 ) TAREOHBTHEASNIRETHEL, RIR ROLOLPEET S

SEMEFELLY:

a. ABINFSEBARR MZFADNS Y—ERIERShE I EERAT S=ODT7A 7 I+ —ILELIFIL—F — R,

b. VPN BLUMDT I RADE=HDHREEX DNS V54 7 bh, EKZBENT-DNS 4—/\F2l+& VPN OLTHEAT S L%
BERTDOEMNEELL,

tmoFy bI—=0 X2 ) T4 FE, HAE BBRARMEIE, LWOMDRRICEVWTET,S LALL., CORMRULD

EFX2VTARRE A—ALOEXF2VTAAHICE > THISADZENEHLL, £h Ik DICOM DEFENTH S,

BRSNEX2VTA OB, A 2F A F—REICHT ZBRDEFRZFIRT 5 THSH, DNS VAT LRBKRR FEB LU

IP7 RLREITERTY 5, LzA2T, BWICHTIBRIEFLALERN, ZORER, AOY—NFEEIF4T2MED

DoSHEICBREINDIDZEFHIRT S E£THS,
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F1.1.5 DNS EXEZE (%)

DI3A4F7 2 bHRr v VA BEHFHITEEZSEIME LGN, EKDDNS YV S54/4 72 ME, DNSEHEF T VI THEIFIE
BICHTHY, DNSEEZMABRMLMBMLRBRLAVNSE LAKL., FEIORTY JRIEBOEHFESI SR T OIIBEN D
LA, Frv v atBHEDEBDLODFHMIE, DNSUVSA 72 FELUDNSH—N\NERLGDHE, EhHSH. LHL, DNS
Fry o tBHGERERIELVERTHD, &z, FEREFINLOBEEEEET A N=XLEL 2T S,

DNS H—NEBREBENEBEINDSCEAEFELL., EEY—NBIUFHARR LT 7ML, TREIS—EEFROFTH S,

F1.1.6 H—EXZEROXIE

DNS 4—/\[%, BREEZXBETIHEA T a vERFRBLTE LD, COFEROAEHPS L UXESINSEMD RFC (2D
TlEty>ar H248BT 5T &,

F.1.2 DHCP H—/\%Z#EHT 5

FA1.21 @ER%E
DHCP $—/\[EH A FEEIZK > TROD &L S IZEREAEBETHE ITNILE S ALY,
a. DHCPYZA4 7> MELEBMELVHIBRT 5 ENTES,
b. DHCP U547 bMERE, BESAEBDO LS UH IS avOFTHEAINIBEED-HELTHETE S,
c. DHCPYSA 7Y rRADEEDIP7 KLADERESIZIESh D,
COREEF, CORENEDESITLTITOHNDZ LITE>TLAMNBARL TLVEL,
i

IFEAED DHCP H—/R[E, REVATLO-ODOHER TOLRZEMILT 5=-HI12, BED IP 7 KLADEHERS %
XET D, —ATINICLEYBETEEZ DHCP IZHIYEBZ D ENTE, ATURICEILTON IP 7 FLRAZRE
TE5, ChITKY IPTRLRAODRY A FEEZFERATE, BRKIC, BEDIP7FLREZEERTEIHEIRTLED
Bt #iERT 2 ML,

F1.22 1—X5—R//1&E|

!DHCP*}—/( g rEmEE ‘ ‘ z;sé ‘
/  DHCP
Y—n%
k\ *ﬁﬁi?’é}
\\\_«/

F.1-3. DHCP Y —/N\%#E/K 7 %
7494 : DHCPH#—n\
®E . ABREITANEHET S
TR YA FEEE
®E . EREEBREEHL 4S54TV REHF—NADTRY YT avEEM BE, BIRT S,
TOR: Y—EXRXZvYT
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®E FLOWRY FT—DFEA VA P—ILTBEEEEZDEED=HIC, B—DEEZA VA F—ILFELIFIEBET ZBEE
BErOEEN=OIZ, RYOBEERFEFIRRIT S,

F1.23 ZRIhDHFE

mL
F1.3 DHCPH—N\Z#RDOIFTHERT S

FA1.3.1 ER&EH

CHNIFEEGIRERK IO RADZIETHD, DHCPISA T U M RATFALREHL, FLTESHIOLRADEREICHEIZ, Fh
£ DHCP 4 —/\%Z R DI+, DHCP H—/\D 35D 1 DEFDNH—/NE LTEY, SEEREBIEOHIZFOY—NIZENAEDLE
T, ZTOBWEHLEDHEREZFEHALTDHCP Y S4 7Y FEHCEBREZMET 5, DHCP H—/\[&, #F>a v LTEERR HI
ZIE =GB, EEGIL—FZREHELTIEV, SO LSUHEFI I avE, EALRBNIENES DHCP H—NIZ&K YIRS
BINIEGELHEVND, BEUEALRERIES DHCP V5S4 7 Y MK YEBERShGTAIELR S HLHAZEET 5, BA DHCP
Y=L, ZOFTLaVEREFRBTEILEEERSINLL,

F1.32 1—X5—X /%%

DHCP H#—/%

DHCP #—/\ = s
| GEIEAE) ’ GRERALY ’ 7747"“

v

//DHCP H—\
#ROHT
\ ERT S

F.1-4. DHCP Y —/I\% R DI+ THERHAT S
74 % : DHCPH—/
DHCP IREMILEDHHEITHET b, ERDT IV IANFET HML LA, DHCP Y 47> ME1DERIRT 5,
DHCP 7547 > k
Zl: DHCPH—\DO=HDOBVEDLE, 1 DORET HH—NEESR,

F13.3 SREShHiEe

RFC2131 DHCP O kL

)
i

N
\\)
g

Ma

RFC2132 DHCP A+ 7> 3 >
RFC2563 H#tEm &8
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F1.3.4 fEFRAK

5547 DHCP H#—/\ DHCP #—/°\
vt GElENT) GERIFNhZL)

e
1.DHCP ML &ht (7 0-F $4ab)

2.9 _RTH DHCP H—1\H 5D L AR R

-==--f

}----

j 3H—NERR

4RFTA—BEBRT D

5INTA—BERET D, Y—REHITD E

TINS5 A—H
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# 3 Attribute Type Definitions

#

# The following attribute types are defined in this document:
=

# Name Syntax Multiplicity

H# oo e mcmmmeeee

# dicomDeviceName string Single

# dicomDescription string Single

# dicomManufacturer string Single

# dicomManufacturerModelName string Single
# dicomSoftwareVersion string  Multiple

# dicomVendorData binary Multiple

# dicomAETitle string Single

# dicomNetworkConnectionReference DN Multiple
# dicomApplicationCluster string Multiple

# dicomAssociationlInitiator bool Single

# dicomAssociationAcceptor bool  Single

# dicomHostname string Single

# dicomPort integer Single

# dicomSOPClass oID Single

# dicomTransferRole string Single

# dicomTransferSyntax OID Multiple

# dicomPrimaryDeviceType string  Multiple

# dicomRelatedDeviceReference DN Multiple
# dicomPreferredCalledAETitle string  Multiple

# dicomTLSCipherSuite string  Multiple

# dicomAuthorizedNodeCertificateReference DN Multiple
# dicomThisNodeCertificateReference DN Multiple

# dicomlnstalled bool  Single

# dicomStationName string Single

# dicomDeviceSerialNumber string Single

# dicomlnstitutionName string  Multiple

# dicomlnstitutionAddress string  Multiple

# dicomlnstitutionDepartmentName string  Multiple
# dicomlssuerOfPatientID string Single

# dicomPreferredCallingAETitle string Multiple
# dicomSupportedCharacterSet string  Multiple
#

# 3.1 dicomDeviceName string Single

#
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This attribute stores the unique name (within the scope of the LDAP database)
for a DICOM Device.

It is a single-valued attribute.
This attribute's syntax is 'Directory String'.
Its case is not significant for equality and substring matches.

I R I

attributetype ( 1.2.840.10008.15.0.3.1
NAME 'dicomDeviceName'

DESC 'The unique name for the device'
EQUALITY caselgnoreMatch

SUBSTR caselgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE)

# 3.2 dicomDescription string Single
This attribute stores the (unconstrained) textual description for a DICOM entity.
It is a single-valued attribute.

This attribute's syntax is 'Directory String'.
Its case is not significant for equality and substring matches.

B L L

attributetype ( 1.2.840.10008.15.0.3.2

NAME 'dicomDescription’

DESC 'Textual description of the DICOM entity'
EQUALITY caselgnoreMatch

SUBSTR caselgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE )

# 3.3 dicomManufacturer string Single

This attribute stores the Manufacturer name for a DICOM Device.
Should be identical to the value of the DICOM attribute Manufacturer (0008,0070) [VR=LO]
contained in SOP Instances created by this device.

It is a single-valued attribute.
This attribute's syntax is 'Directory String'.
Its case is not significant for equality and substring matches.

R S

attributetype ( 1.2.840.10008.15.0.3.3
NAME 'dicomManufacturer'

DESC 'The device Manufacturer name'
EQUALITY caselgnoreMatch

SUBSTR caselgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE)

# 3.4 dicomManufacturerModelName string Single

This attribute stores the Manufacturer Model Name for a DICOM Device.
Should be identical to the value of the DICOM attribute Manufacturer
Model Name (0008,1090) [VR=LO]

contained in SOP Instances created by this device.

It is a single-valued attribute.
This attribute's syntax is 'Directory String'.
Its case is not significant for equality and substring matches.

R R R R A R
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attributetype ( 1.2.840.10008.15.0.3.4

NAME 'dicomManufacturerModelName'
DESC 'The device Manufacturer Model Name'
EQUALITY caselgnoreMatch

SUBSTR caselgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE)

# 3.5 dicomSoftwareVersion string  Multiple

This attribute stores the software version of the device and/or its subcomponents.
Should be the same as the values of Software Versions (0018,1020) in
SOP instances created by this device.

It is a multi-valued attribute.
This attribute's syntax is 'Directory String'.
Its case is not significant for equality and substring matches.

EE SR S I I S

attributetype ( 1.2.840.10008.15.0.3.5

NAME 'dicomSoftwareVersion'

DESC 'The device software version. Should be the same as the values of Software
Versions (0018,1020) in SOP instances created by this device.'

EQUALITY caselgnoreMatch

SUBSTR caselgnoreSubstringsMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)

# 3.6 dicomVendorData binary Multiple
This attribute stores vendor specific configuration information.
It is a multi-valued attribute.

This attribute's syntax is 'Binary'.
Neither equality nor substring matches are applicable to binary data.

S R S

attributetype ( 1.2.840.10008.15.0.3.6

NAME 'dicomVendorData'

DESC 'Arbitrary vendor-specific configuration information (binary data)’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5)

# 3.7 dicomAETitle name  Single

#

# This attribute stores an Application Entity (AE) title.
#

# Itis a single-valued attribute.

# This attribute's syntax is 'lA5 String'.

# Its case is significant.

#

attributetype ( 1.2.840.10008.15.0.3.7
NAME 'dicomAETitle'

DESC 'Application Entity (AE) title'
EQUALITY caseExactlA5Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE)

# 3.8 dicomNetworkConnectionReference DN Multiple

=

# This attribute stores the DN of a dicomNetworkConnection object
# used by an Application Entity.

#

# Itis a multi-valued attribute.
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# This attribute's syntax is 'Distinguished Name'.

=

attributetype ( 1.2.840.10008.15.0.3.8

NAME 'dicomNetworkConnectionReference'

DESC 'The DN of a dicomNetworkConnection object used by an Application Entity’
EQUALITY distinguishedNameMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12)

# 3.9 dicomApplicationCluster string  Multiple

This attribute stores an application cluster name for an Application
Entity (e.g., "Neuroradiology Research")

It is a multi-valued attribute.
This attribute's syntax is 'Directory String'.
Its case is not significant for equality and substring matches.

R S

3+

attributetype ( 1.2.840.10008.15.0.3.9

NAME 'dicomApplicationCluster'

DESC 'Application cluster name for an Application Entity (e.g., "Neuroradiology Research")'
EQUALITY caselgnoreMatch

SUBSTR caselgnoreSubstringsMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)

# 3.10 dicomAssociationlnitiator bool Single

#

# This attribute indicates if an Application Entity is capable of initiating
# network associations.

2

# ltis a single-valued attribute.

# This attribute's syntax is 'Boolean’.

#

attributetype ( 1.2.840.10008.15.0.3.10

NAME 'dicomAssociation|nitiator'

DESC 'Indicates if an Application Entity is capable of initiating network associations'
EQUALITY booleanMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.7

SINGLE-VALUE)

# 3.11 dicomAssociationAcceptor bool  Single

#

# This attribute indicates if an Application Entity is capable of accepting
# network associations.

#

# ltis a single-valued attribute.

# This attribute's syntax is '‘Boolean’.

=

attributetype ( 1.2.840.10008.15.0.3.11

NAME 'dicomAssociationAcceptor’

DESC 'Indicates if an Application Entity is capable of accepting network associations'
EQUALITY booleanMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.7

SINGLE-VALUE)

# 3.12 dicomHostname string Single
This attribute stores a DNS hostname for a connection.

It is a single-valued attribute.

#
#
#
# This attribute's syntax is 'Directory String'.
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# lIts case is not significant for equality and substring matches.
2

attributetype ( 1.2.840.10008.15.0.3.12

NAME 'dicomHostname'

DESC 'DNS hostname'

EQUALITY caselgnoreMatch

SUBSTR caselgnoreSubstringsMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15

SINGLE-VALUE )

# 3.13 dicomPort integer Single
This attribute stores a TCP port number for a connection.

#
#
=
# ltis a single-valued attribute.

# This attribute's syntax is 'Integer’.

#

attributetype ( 1.2.840.10008.15.0.3.13
NAME 'dicomPort'

DESC 'TCP Port number'

EQUALITY integerMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.27

SINGLE-VALUE )

# 3.14 dicomSOPClass oID Single
=

# This attribute stores a SOP Class UID

=

# ltis a single-valued attribute.

# This attribute's syntax is 'OID".

#

attributetype ( 1.2.840.10008.15.0.3.14
NAME 'dicomSOPClass’

DESC 'A SOP Class UID'

EQUALITY objectldentifierMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.38
SINGLE-VALUE )

# 3.15 dicomTransferRole String  Single
This attribute stores a transfer role (either "SCU" or "SCP").
It is a single-valued attribute.

This attribute's syntax is 'Directory String'.
Its case is not significant for equality and substring matches.

R S S

attributetype ( 1.2.840.10008.15.0.3.15
NAME 'dicomTransferRole'

DESC 'Transfer role (either "SCU" or "SCP")’
EQUALITY caselgnoreMatch

SUBSTR caselgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE )

# 3.16 dicomTransferSyntax OID Multiple
=

# This attribute stores a Transfer Syntax UID

2

# ltis a multi-valued attribute.

# This attribute's syntax is 'OID".
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#

attributetype ( 1.2.840.10008.15.0.3.16
NAME 'dicomTransferSyntax'

DESC 'A Transfer Syntax UID'
EQUALITY objectldentifierMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.38 )

# 3.17 dicomPrimaryDeviceType string  Multiple

#

# This attribute stores the primary type for a DICOM Device.

# Types should be selected from the list of code values (0008,0100)
# for Context ID 30 in DICOM Part 16 when applicable.

#

# Itis a multiple-valued attribute.

# This attribute's syntax is 'lA5 String'.

# Its case is significant.

#

attributetype ( 1.2.840.10008.15.0.3.17
NAME 'dicomPrimaryDeviceType'

DESC 'The device Primary Device type'
EQUALITY caseExactlA5Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )

# 3.18 dicomRelatedDeviceReference DN Multiple

This attribute stores a reference to a related device description outside

the DICOM Configuration Hierachy. Can be used to link the DICOM Device object to
additional LDAP objects instantiated from other schema and used for

separate administrative purposes.

This attribute's syntax is 'Distinguished Name'.
It is a multiple-valued attribute.

BRI R S T

attributetype ( 1.2.840.10008.15.0.3.18

NAME 'dicomRelatedDeviceReference'

DESC 'The DN of a related device description outside the DICOM Configuration Hierachy'
EQUALITY distinguishedNameMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12)

# 3.19 dicomPreferredCalledAETitle string Multiple
AE Title(s) to which associations may be preferably initiated.

#
#
#
# ltis a multiple-valued attribute.

# This attribute's syntax is 'lA5 String'.

# lts case is significant.

#

attributetype ( 1.2.840.10008.15.0.3.19

NAME 'dicomPreferredCalledAETitle'

DESC 'AE Title(s) to which associations may be preferably initiated.’
EQUALITY caseExactlA5Match

SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )

# 3.20 dicomTLSCipherSuite string  Multiple
The attribute stores the supported TLS CipherSuites.

TLS CipherSuites shall be described using a RFC-2246 string representation
(e.g., "TLS_RSA_WITH_RC4_128_SHA").

B

It is a multiple-valued attribute.
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# This attribute's syntax is 'lA5 String'.
# lIts case is significant.

=

attributetype ( 1.2.840.10008.15.0.3.20
NAME 'dicomTLSCipherSuite'

DESC 'The supported TLS CipherSuites'
EQUALITY caseExactlA5Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )

# 3.21 dicomAuthorizedNodeCertificateReference DN Multiple
This attribute stores a reference to a TLS public certificate for a DICOM
node that is authorized to connect to this node. The certificate

is not necessarily stored within the DICOM Hierarchy

This attribute's syntax is 'Distinguished Name'.
It is a multiple-valued attribute.

R A A

attributetype ( 1.2.840.10008.15.0.3.21

NAME 'dicomAuthorizedNodeCertificateReference'

DESC 'The DN of a Certificate for a DICOM node that is authorized to connect to this node’
EQUALITY distinguishedNameMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12)

# 3.22 dicomThisNodeCertificateReference DN Multiple
This attribute stores a reference to a TLS public certificate for
this node. It is not necessarily stored as part of

the DICOM Configuration Hierachy.

This attribute's syntax is 'Distinguished Name'.
It is @ multiple-valued attribute.

R S S S

attributetype ( 1.2.840.10008.15.0.3.22

NAME 'dicomThisNodeCertificateReference’

DESC 'The DN of a related device description outside the DICOM Configuration Hierachy'
EQUALITY distinguishedNameMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12)

# 3.23 dicomlnstalled bool Single

=

# This attribute indicates whether the object is presently installed.
=

# ltis a single-valued attribute.

# This attribute's syntax is 'Boolean'.

=

attributetype ( 1.2.840.10008.15.0.3.23

NAME 'dicomlinstalled’

DESC 'Indicates if the DICOM object (device, Network AE, or Port) is presently installed’
EQUALITY booleanMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.7

SINGLE-VALUE)

# 3.24 dicomStationName string Single
This attribute stores the station name of the device.

Should be the same as the value of Station Name (0008,1010) in
SOP instances created by this device.

I o WA

It is a single-valued attribute.
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# This attribute's syntax is 'Directory String'.

#

attributetype ( 1.2.840.10008.15.0.3.24

NAME 'dicomStationName'

DESC 'Station Name of the device. Should be the same as the value of Station
Name (0008,1010) in SOP instances created by this device."

EQUALITY caselgnoreMatch

SUBSTR caselgnoreSubstringsMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15

SINGLE-VALUE)

# 3.25 dicomDeviceSerialNumber string Single

#

# This attribute stores the serial number of the device.

# Should be the same as the value of Device Serial Number (0018,1000)
# in SOP instances created by this device.

#

# ltis a single-valued attribute.

# This attribute's syntax is 'Directory String'.

#

attributetype ( 1.2.840.10008.15.0.3.25

NAME 'dicomDeviceSerialNumber'

DESC 'Serial number of the device. Should be the same as the value of Device Serial
Number (0018,1000) in SOP instances created by this device.'

EQUALITY caselgnoreMatch

SUBSTR caselgnoreSubstringsMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15

SINGLE-VALUE)

# 3.26 dicomlnstitutionName string Multiple
This attribute stores the institution name of the device.
Should be the same as the value of Institution Name (0008,0080)

in SOP Instances created by this device.

It is a multi-valued attribute.
This attribute's syntax is 'Directory String'.

R S S S

attributetype ( 1.2.840.10008.15.0.3.26

NAME 'dicomInstitutionName'

DESC 'Institution name of the device. Should be the same as the value of Institution
Name (0008,0080) in SOP Instances created by this device.'

EQUALITY caselgnoreMatch

SUBSTR caselgnoreSubstringsMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)

# 3.27 dicomlInstitutionAddress string  Multiple
This attribute stores the institution address of the device.
Should be the same as the value of Institution Address (0008,0081)

attribute in SOP Instances created by this device.

It is a multi-valued attribute.
This attribute's syntax is 'Directory String'.

R S S S

attributetype ( 1.2.840.10008.15.0.3.27

NAME 'dicomInstitutionAddress'

DESC 'Institution address of the device. Should be the same as the value of Institution
Address (0008,0081) attribute in SOP Instances created by this device.'

EQUALITY caselgnoreMatch
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SUBSTR caselgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)

# 3.28 dicomlinstitutionDepartmentName string Multiple
This attribute stores the institution department name of the device.
Should be the same as the value of Institutional Department Name (0008,1040)

in SOP Instances created by this device.

It is a multi-valued attribute.
This attribute's syntax is 'Directory String'.

R S L

attributetype ( 1.2.840.10008.15.0.3.28

NAME 'dicomInstitutionDepartmentName'

DESC 'Institution department name of the device. Should be the same as the value of Institutional
Department Name (0008,1040) in SOP Instances created by this device.'

EQUALITY caselgnoreMatch

SUBSTR caselgnoreSubstringsMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)

# 3.29 dicomlssuerOfPatientID string Single
This attribute stores the Default value for the Issuer of Patient ID (0010,0021)
for SOP Instances created by this device. May be overridden by the values

received in a worklist or other source.

It is @ multi-valued attribute.
This attribute's syntax is 'Directory String'.

R R I

attributetype ( 1.2.840.10008.15.0.3.29

NAME 'dicomlssuerOfPatient|D’

DESC 'Default value for the Issuer of Patient ID (0010,0021) for SOP Instances created by this device.
May be overridden by the values received in a worklist or other source."

EQUALITY caselgnoreMatch

SUBSTR caselgnoreSubstringsMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)

# 3.30 dicomPreferredCallingAETitle  string Multiple
AE Title(s) to which associations may be preferably accepted.
It is a multiple-valued attribute.

This attribute's syntax is 'lA5 String'.
Its case is significant.

R S

attributetype ( 1.2.840.10008.15.0.3.30

NAME 'dicomPreferredCallingAETitle'

DESC 'AE Title(s) to which associations may be preferably accepted.'
EQUALITY caseExactlA5Match

SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )

# 3.31 dicomSupportedCharacterSet string Multiple

The Character Set(s) supported by the Network AE for data sets it receives.
Contains one of the Defined Terms for Specific Character Set (0008,0005).
If not present, this implies that the Network AE supports only the default
character repertoire (ISO IR 6).

It is a multiple-valued attribute.
This attribute's syntax is 'lA5 String'.

R R S
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# Its case is significant.

#

attributetype ( 1.2.840.10008.15.0.3.31

NAME 'dicomSupportedCharacterSet'

DESC 'The Character Set(s) supported by the Network AE for data sets it receives.’
EQUALITY caseExactlA5SMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )

# 4 Object Class Definitions

=

# The following object classes are defined in this document. All are
# structural classes.

#

# Name Description

#

# dicomConfigurationRoot root of the DICOM Configuration Hierarchy
# dicomDevicesRoot root of the DICOM Devices Hierarchy

# dicomUniqueAETitlesRegistryRoot root of the Unique DICOM AE-Titles Registry Hierarchy
# dicomDevice Devices

# dicomNetworkAE Network AE
# dicomNetworkConnection Network Connections
# dicomUniqueAETitle Unique AE Title

# dicomTransferCapability Transfer Capability

4.1 dicomConfigurationRoot

This structural object class represents the root of the DICOM Configuration Hierarchy.
Only a single object of this type should exist within an organizational domain.

Clients can search for an object of this class to locate the root of the

DICOM Configuration Hierarchy.

R S I

objectclass ( 1.2.840.10008.15.0.4.1

NAME 'dicomConfigurationRoot'

DESC 'Root of the DICOM Configuration Hierarchy'
SUP top

STRUCTURAL

MUST (cn)

MAY ( description ) )

=

# 4.2 dicomDevicesRoot

=

# This structural object class represents the root of the DICOM Devices Hierarchy.
# Only a single object of this type should exist as a child of dicomConfigurationRoot.
#

objectclass ( 1.2.840.10008.15.0.4.2

NAME 'dicomDevicesRoot'

DESC 'Root of the DICOM Devices Hierarchy'

SUP top

STRUCTURAL

MUST (c¢n)

MAY ( description ) )

#

# 4.3 dicomUniqueAETitlesRegistryRoot

#

# This structural object class represents the root of the Unique DICOM AE-Titles
# Registry Hierarchy.
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# Only a single object of this type should exist as a child of dicomConfigurationRoot.
#

objectclass ( 1.2.840.10008.15.0.4.3
NAME 'dicomUniqueAETitlesRegistryRoot'

DESC 'Root of the Unique DICOM AE-Title Registry Hierarchy'
SUP top

STRUCTURAL
MUST (cn)
MAY ( description ) )

#

# 4.4 dicomDevice

#
# This structural object class represents a DICOM Device.
#
objectclass ( 1.2.840.10008.15.0.4.4
NAME ‘dicomDevice'

DESC 'DICOM Device related information’
SUP top

STRUCTURAL

MUST (

dicomDeviceName $

dicomlnstalled )

MAY (

dicomDescription $

dicomManufacturer $
dicomManufacturerModelName $
dicomSoftwareVersion $
dicomStationName $
dicomDeviceSerialNumber $
dicomlinstitutionName $
dicomlnstitutionAddress $
dicomlnstitutionDepartmentName $
dicomlssuerOfPatientID $
dicomVendorData $
dicomPrimaryDeviceType $
dicomRelatedDeviceReference $
dicomAuthorizedNodeCertificateReference $
dicomThisNodeCertificateReference) )

#

# 4.5 dicomNetworkAE

#
# This structural object class represents a Network Application Entity
#
objectclass ( 1.2.840.10008.15.0.4.5

NAME 'dicomNetworkAE'

DESC 'DICOM Network AE related information’
SUP top

STRUCTURAL

MUST (

dicomAETitle $
dicomNetworkConnectionReference $
dicomAssociationlnitiator $
dicomAssociationAcceptor )

MAY (

dicomDescription $

dicomVendorData $

dicomApplicationCluster $
dicomPreferredCalledAETitle $
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dicomPreferredCallingAETitle $

dicomSupportedCharacterSet $
dicomlinstalled ) )

#

# 4.6 dicomNetworkConnection
#

# This structural object class represents a Network Connection

=

objectclass ( 1.2.840.10008.15.0.4.6

NAME 'dicomNetworkConnection'

DESC 'DICOM Network Connection information’

SUP top

STRUCTURAL

MUST ( dicomHostname )
MAY (

cn$

dicomPort $
dicomTLSCipherSuite $
dicomlinstalled ) )

=

# 4.7 dicomUniqueAETitle
#

=

# This structural object class represents a Unique Application Entity Title

objectclass ( 1.2.840.10008.15.0.4.7

NAME 'dicomUniqueAETitle'

DESC 'A Unique DICOM Application Entity title'

SUP top
STRUCTURAL
MUST ( dicomAETitle ) )

#

# 4.8 dicomTransferCapability
#

=

objectclass ( 1.2.840.10008.15.0.4.8
NAME 'dicomTransferCapability’

# This structural object class represents Transfer Capabilities for an Application Entity

DESC 'Transfer Capabilities for an Application Entity’

SUP top
STRUCTURAL
MUST (
dicomSOPClass $
dicomTransferRole $
dicomTransferSyntax)
MAY (

cn))
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CholE&Eah, REBICHLELIRBUEZTT . ChoFROESYTHS :
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