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access control JIS X 5004
audit trail JIS X 5004
authentication JS X 5004
authorization JS X 5004
certificate JS X 5004
channel JS X 5004
confidentiality JS X 5004
data origin authentication JIS X 5004
encryption JS X 5004
integrity JIS X 5004
key JISX 5004
policy JIS X 5004
Privacy JS X 5004
security policy JIS X 5004
tampering
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(American College of Radiology) (National Electrical Manufacturers Association)

ISO/IEC Directives, 1989 Part 3: Drafting and Presentation of International Standards.
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ANSI X9.52 American Nationa Standards Institute. ANSI X9.52-1998, Triple Data Encryption Algorithm
Modes of Operation. 1998.

ECMA 235, The ECMA GSS-API Mechanism

FIPSPUB 46  Data Encryption Standard

FIPSPUB 81  DES Modes of Operation

IETF  Internet X.509 Public Key Infrastructure; Time Stamp Protocols; March 2000
I SO/IEC Directives, 1989 Part 3 - Drafting and Presentation of International Standards

ISO/IEC 10118-:1998 Information technology — Security techniques — Hash-functions — Part 3: Dedicated
hash-functions (RIPEM D-160 reference)

RIPEMD-160 ftp://ftp.esat.kuleuven.ac.be/pub/bossel ae/ripemd
1SO 7498-1, Information Processing Systems - Open Systems I nterconnection - Basic Reference

Model

SO 7498-2, Information processing systems — Open Systems I nterconnection — Basic reference Model — Part 2:
Security Architecture

ISO/TR 8509, Information Processing Systems - Open Systems I nterconnection - Service Conventions

SO 8649:1987, Information Processing Systems - Open Systems I nterconnection - Service Definition for the
Association Control Service Element

Integrated Secure Communication Layer V1.00 MEDIS-DC

ITU-T Recommendation X.509 (03/00) “Information technology - Open Systems Interconnection - The
directory: Public-key and attribute certificate frameworks’

ITU-T Recommendation X.509  |SO/IEC 9594-8 1990 ITU-T
recommendation 1993 2000 2001
ITU-T CCITT
RFC 2246, Transport Layer Security (TLS) 1.0 Internet Engineering Task Force
TLS SSL 3.0
RFC-2313 PKCS#1: RSA Encryption, Version 1.5, March 1998.
RFC 2437 PKCS#1 RSA Cryptography Specifications Version 2.0
RSA Encryption Standard  ISO/IEC 9796  Informative Annex A CEN/TC251 European Prestandard

prENV 12388:1996  Normative Annex A
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RFC-2630 Cryptographic Message Syntax, June 1999
SHA-1 National Institute of Standards and Technology, FIPS Pub 180-1: Secure Hash Standard, 17 April 1995

SO 7498-1
Application Entity

Protocol Data Unit or Layer Protocol Data
Unit

Transport Connection

SO 7498-2

Data Confidentiality

Data Origin Authentication

Data Integrity

Key Management

Digital Signature

1SO 8649

Association or Application Association

ECMA 235

Security Context
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Attribute

Security Profile

Module
Service Class
- Service-Object Pair (SOP) Instance
DICOM Upper Layer
Secure Transport Connection
Message Authentication Code

Certificate

identity
ITU-T Recommendation X.509
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ACR
AE
ANS|
CENTC251
CBC
CCIR
DES
DICOM
ECMA
EDE
HL7
IEEE
IEC
IOD
ISCL
1SO
JIRA
MAC
MD-5
MEDISDC
NEMA
PDU

RSA

TLS

uiD

American College of Radiology
Application Entity

American National Standards I nstitute
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Comite European de Normalisation-Technical Committee 251-Medical Informatics

Cipher Block Chaining

Consultative Committee, International Radio
Data Encryption Standard

Digital Imaging and Communicationsin Medicine
European Computer Manufacturers Association
Encrypt-Decrypt-Encrypt

Health Level 7

Institute of Electrical and Electronics Engineers
International Electrical Commission

Information Object Definition

Integrated Secure Communication Layer
International Standards Organization

Japan Industries association of RAdiological systems
Message Authentication Code

Message Digest - 5

Medical Information System Development Center
National Electrical Manufacturers Association
Protocol Data Unit

Rivest-Shamir-Adleman

Service Class Provider

Service Class User

Secure Hash Algorithm

Service-Object Pair

Secure Sockets Layer

Transport Layer Security

Unique Identifier
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MAC (0400,0015)
MAC
(0400,0110)
(0400,305)
C
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MAC

(0400,310)
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(0100,0410)
(0008,0016) (0008,0018)
(0008,0012)
(0008,0013)
(0100,0410)
(0100,0420)
(0100,0424)
(0100,0426)
(0020,000D)
(0020,000E)
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(0100,0420) (0100,0426)
(0100,0424)
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Entity Authentication RSA based certificates
Exchange of Master | RSA
Secrets
Data Integrity SHA
Privacy Triple DES EDE, CBC
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Entity Authentication

Three pass (four-way) authentication
(ISO/IEC 9798-2)

Data Integrity Either MD-5 encrypted with DES,
or DES-MAC (1SO 8730)
Privacy DES
MD-5 MD-5
2761 dicom-iscl
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) MAC
RSA MAC
RIPEMD-160 MD5 SHA-1
RIPEMD-160 MD5 SHA-1 MAC
MD5 RSA
ftp://ftp.rsasecurity.com/pub/pdfs/bull etn4. pdf
RFC 2437 (PKCS#1) MAC RSA
MAC (0400,0015) RIPEMD160
MD5 SHA1 RSA
identity X.509 (1993)
(0400,0110) X509 1993 SIG X.509
X.509
CMS TSP
(0400,0305) (0400,0310) Internet X.509 Public Key

Infrastructure; Time Stamp Protocols; March 2000

DICOM SOP RSA

RSA
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Triple-DES Triple-DES
RSA
RSA
SHA-1
RFC 2630
Envel oped-data content type Triple-DES
RSA[RFC 2313] Triple-DES ANS| X9.52
168 RFC-2630 RSA
Envel oped-data content type
Signed-data content type
Digested-data content type
SHA-1[SHA-1]
RSA[RFC 2313]
Triple-DES RSA ENV 13608-2: Health Informatics -
Security for healthcare communication — Part 2: Secure data objects :
RSA
Signerinfo
ENV 13608-2

SMIME
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(0008,0012) ... eeeeeeseseeees s s ese s es e eeeeeseseeeeeee e s s eeeseseseseeeeeseres 10
(0008,0013) ..o eeeeeeseeeeeee s s esss e eeeessseseeseeee s s eeeeeeseseseeeeeeeres 10
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(D008,00L8) ... eeeeveveeeeeee e eeseeseeeeeeses s e s e s e s e e s e s eeseseseeeeesessesseeeeeeres 10
(0020,000D) ... eees s eeeeseseeeeeees s eeeseseeeeeses e eeeeseseseeeeeee s s eeeeeseseseeeeee s 10
(0020,000E. ... oo eeseeesesseeess s eeessseseeeses e eeeesessseeeeeee e esseseseeeeeeessssseeeeeeesres 10
(OL00,0410) ..o eeeeeeeeeeeseeeees s eseseseeeseee e eeeseseseeseeee s eeseseseneeeeses 10
(OL00,0420) ..o eeeeseeeessesee s e e e e s ees e e s s eesssereeeeee 10, 11
(o0 o Yo SO SooY 10, 11
(OL00,0426) ... eeeeseeeeseee e esss e eeeeeesseseseee s eeeeessseseeneee 10, 11
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